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Abstract

Recent provenance-based intrusion detection systems (PIDSs) have
demonstrated strong potential for detecting advanced persistent
threats (APTs) by applying machine learning to system provenance
graphs. However, evaluating and comparing PIDSs remains difficult:
prior work uses inconsistent preprocessing pipelines, non-standard
dataset splits, and incompatible ground-truth labeling and metrics.
These discrepancies undermine reproducibility, impede fair com-
parison, and impose substantial re-implementation overhead on
researchers. We present PIDSMAKER, an open-source framework
for developing and evaluating PIDSs under consistent protocols.
PIDSMAKER consolidates eight state-of-the-art systems into a mod-
ular, extensible architecture with standardized preprocessing and
ground-truth labels, enabling consistent experiments and apples-
to-apples comparisons. A YAML-based configuration interface sup-
ports rapid prototyping by composing components across systems
without code changes. PIDSMAKER also includes utilities for abla-
tion studies, hyperparameter tuning and visualization, addressing
methodological gaps identified in prior work. By open-sourcing
the framework and releasing preprocessed versions of widely used
datasets, PIDSMaker lowers the entry barrier for new researchers
and facilitates reproducible research in the field.

Code: https://github.com/ubc-provenance/PIDSMaker
Docs: https://ubc-provenance.github.io/PIDSMaker

Note: This is a preprint version of the paper accepted at the 32nd
SIGKDD Conference on Knowledge Discovery and Data Mining
(KDD’26) [11].

1 Introduction

Modern operating systems continuously generate detailed logs of
system activity, recording how processes interact with files, net-
work connections, and other system resources. Provenance-based se-
curity leverages these logs by organizing them into directed graphs—
called provenance graphs—where nodes represent system entities
(e.g., processes, files, and sockets) and edges capture the causal
relationships between them (e.g., a process reading a file or spawn-
ing another process). This graph-based representation preserves
the temporal ordering and dependencies of system events, provid-
ing a rich audit trail that enables security analysts to trace the
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origin and propagation of suspicious activity across an entire sys-
tem [7, 9, 10, 13, 19, 21-23, 26, 28-30, 32-34, 36, 37, 40, 42, 50, 57—
63, 67]. This makes provenance graphs particularly well-suited
for detecting sophisticated, multi-stage attacks such as advanced
persistent threats (APTs)—stealthy intrusions in which an adver-
sary maintains prolonged, unauthorized access to a network while
progressively exfiltrating data or escalating privileges [21, 44].

Building on this representation, recent provenance-based intru-
sion detection systems (PIDSs) employ machine learning to au-
tomatically distinguish benign from malicious behavior [10, 13,
19, 23, 29, 30, 37, 50, 59]. Most state-of-the-art PIDSs adopt a self-
supervised, anomaly-based approach: they learn normal system
behavior from benign data alone and flag deviations as potential
intrusions, enabling the detection of previously unseen threats—
including zero-day exploits and novel APT campaigns—without
overfitting to known attack signatures. Graph neural networks
(GNNs) have become the architecture of choice because they can
natively operate on the graph structure of provenance data, cap-
turing fine-grained structural patterns that simpler models miss.
Despite reporting strong detection results, many of these systems
face practical barriers that limit real-world adoption and hinder
reproducibility [4, 10, 16].

A primary challenge is inconsistent evaluation practices. Even on
the same datasets, evaluations differ in preprocessing, graph con-
struction, and feature extraction. Dataset splits also lack a shared
protocol: prior work varies temporal boundaries, hosts, and the mix
of attack scenarios. Ground-truth labeling is similarly inconsistent.
Prior work adopts heterogeneous labeling strategies: some mark
entire neighborhoods [29, 50, 59] or temporal batches [13] as ma-
licious, others label descendants of known malicious nodes [19],
while some directly annotate individual nodes [10, 30, 37]. These
choices can substantially inflate or depress reported metrics [30], re-
sulting in unfair comparisons across studies. A recent reproducibil-
ity work [4] corroborates these concerns, reporting that many pub-
lished results could not be reproduced due to missing code, data, or
critical implementation details.

A second challenge is the high cost of re-implementation. New
PIDSs are often built from scratch, requiring repeated effort to parse
and preprocess provenance data, implement graph construction and
feature-extraction pipelines, develop training and inference code,
write evaluation scripts, and re-integrate baselines. This duplication
is wasteful and error-prone: small implementation or tuning differ-
ences can skew results, potentially leading to unfair comparisons
due to implementation issues or insufficient tuning [6, 10].
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Figure 1: Provenance graph of a multi-stage APT attack from the E3-THEIA dataset [2]. The three stages illustrate how attackers
progressively compromise a system. The dashed xdev process indicates a dormant payload awaiting activation.

Prior work has also raised methodological concerns beyond eval-
uation inconsistency and engineering overhead [10]. Neural net-
work-based systems are often sensitive to hyperparameters, yet
baseline methods are not always tuned with the same rigor as the
proposed approach, which can bias reported gains. Moreover, the
contribution of individual components within complex architec-
tures often remains unclear due to limited ablation studies.

To address these issues, we introduce PIDSMAKER, a unified
framework for developing and evaluating PIDSs under identical
protocols. PIDSMAKER grew out of the experimental infrastruc-
ture we developed for ORTHRUS [30] and VELOX [10]; this paper
generalizes that infrastructure into a reusable, community-facing
framework. It integrates eight state-of-the-art systems within a
modular architecture that enables consistent evaluation and rapid
prototyping through standardized preprocessing, ground-truth la-
bels, and a YAML-based configuration interface for composing
components across systems without code changes. Built-in sup-
port for ablation studies, hyperparameter tuning, and visualization
further addresses methodological gaps identified in prior work.

Contributions

e Consistent evaluation framework. We identify evaluation
inconsistencies across recent PIDSs [10, 13, 19, 29, 30, 37, 50,
59] and introduce a unified framework that consolidates these
architectures into a single, modular codebase, enabling consistent
evaluation and fair comparison.

o Config-driven prototyping. Our YAML-based configuration
system enables researchers to assemble new PIDSs by mixing
and matching existing components without writing code, reduc-
ing development time and supporting systematic design-space
exploration.

o Experimental utilities. We include integrated support for abla-
tion studies, hyperparameter tuning, and visualization, address-
ing key methodological gaps identified in prior work [6, 10].

e Open-source release. We release PIDSMAKER as open-source
software, together with preprocessed datasets and ground-truth
labels, to serve as a common evaluation platform for the com-
munity and encourage contributions to the framework.

2 Background

We review provenance graphs and the common architectural pat-
terns of PIDSs that inform the design of PIDSMAKER.

2.1 Provenance Graphs

Modern operating systems continuously log low-level events—such
as process creation, file access, and network connections—for audit-
ing and compliance purposes. A provenance graph organizes these
events into a directed graph G = (V, E) that captures causal rela-
tionships among system entities. Nodes v € V represent entities
such as processes, files, and network sockets, while edges e € E
represent interactions between them, such as a process reading
from a file or sending data to a remote host. Figure 1 illustrates
a provenance graph capturing a multi-stage attack, where rectan-
gular nodes denote processes, ellipses denote files, and diamonds
denote network sockets.

Nodes and edges carry attributes that provide semantic context.
For example, a process node may include the executable path and
command-line arguments, while edges are annotated with the op-
eration type (e.g., read, write, execute) and a timestamp. These
attributes enable analysts to reconstruct the sequence of events
leading to a given system state and are often used as node and edge
features provided as input to neural networks for detection.

Provenance graphs are derived from system audit logs recorded
by kernel-level auditing frameworks [8, 47, 48], dynamic instru-
mentation [53], or hardware-assisted tracing [54, 66]. In production
environments, these graphs grow rapidly, often accumulating mil-
lions of nodes and edges over days or weeks of operation.

2.2 Motivating Example

Advanced Persistent Threats (APTs) are sophisticated, long-running
attack campaigns in which adversaries establish a foothold in a
target network, move laterally to access sensitive resources, and
maintain persistence while evading detection. Unlike opportunistic
attacks, APTs unfold over extended periods and involve multiple
coordinated stages. Figure 1 depicts a simplified APT scenario cap-
tured as a provenance graph, based on the DARPA TC E3-THEIA
dataset [2].

Initial Access. The attacker exploits a vulnerability in Firefox, caus-
ing it to establish bidirectional communication with a command-
and-control (C&C) server at 141.43.176.203. Through this chan-
nel, the attacker delivers and writes the clean payload to the vic-
tim’s disk.

Command & Control. The clean payload executes with elevated
(root) privileges and contacts a second C&C serverat 161.116.88.72.
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Figure 2: PIDSMAKER architecture with seven pipeline stages. Each stage contains configurable components that can be freely
combined via YAML configuration for customization and architecture search. Data flows between stages are cached to disk,

enabling automatic pipeline restart from any stage.

This server delivers the profile payload, which subsequently
clones itself to establish persistence on the compromised host.
Lateral Movement. The cloned profile process writes two ad-
ditional payloads: xdev, which remains dormant awaiting further
instructions, and mail, which performs network reconnaissance
by probing remote hosts such as 149.52.198.23. This reconnais-
sance enables the attacker to identify additional targets for lateral
movement within the victim’s network.

Provenance graphs are particularly effective for detecting such
multi-stage attacks because they preserve causal relationships be-
tween system entities across time. Unlike traditional log analysis,
which examines events in isolation, provenance-based approaches
capture the full chain of dependencies from initial exploitation to
final reconnaissance. This causal context enables models to cap-
ture anomalous behaviors spanning multiple processes, reconstruct
complete attack narratives, and distinguish malicious activity from
benign operations that may appear similar in isolation.

2.3 Self-Supervised Detection on Provenance
Graphs

Modern PIDSs commonly formulate attack detection as an anomaly
detection problem using self-supervised learning on provenance
graphs. The central idea is to train a model to capture structural
regularities of benign system behavior and flag deviations as poten-
tially malicious. Self-supervised learning enables this by training
models on unlabeled benign data using auxiliary tasks (e.g., predict-
ing edge types or node attributes), eliminating the need for labeled
attacks and framing detection as an anomaly detection problem.

Typical PIDS pipeline. Raw system logs are first parsed into prove-
nance graphs, where nodes and edges represent system entities and

interactions. Textual attributes such as file paths, process command
lines, and IP addresses are mapped to dense representations using
embedding techniques like Word2Vec [43] or FastText [12]. These
embeddings are typically concatenated with one-hot encodings of
node and edge types to form input features. The resulting graphs
are processed by a neural architecture composed of a graph encoder
and a task-specific decoder, trained exclusively on benign data. En-
coders range from simple linear projections to GNNs that aggregate
neighborhood information via message passing. Common architec-
tures include GraphSAGE [20], Graph Attention Networks [56], and
Temporal Graph Networks [52], the latter additionally modeling
event ordering. Training relies on self-supervised objectives that do
not require attack labels. Typical tasks include edge-type prediction,
where the model predicts the system call type given endpoint node
embeddings, and node-type prediction, which classifies entities as
processes, files, or sockets. By minimizing prediction error on be-
nign activity, the model learns representations that encode normal
system behavior. At inference time, nodes or edges are assigned
anomaly scores based on prediction error, with the assumption that
malicious activity deviates from learned benign patterns. These
scores are then converted into binary decisions using thresholding
strategies, ranging from fixed thresholds [13, 50, 59] to adaptive
threshold tuned on validation data [10, 30, 37]. We present the
state-of-the-art PIDSs integrated in PIDSMAKER in §3.3.

2.4 Practical Challenges

While the self-supervised formulation elegantly removes the need
for labeled attacks, it introduces several practical challenges.

Benign Anomalies. Unlike classical anomaly detection, treating
attacks as highly anomalous events means that rare but benign
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Features Transformation Featurization Encoder Decoder Objective Threshold
THREATRACE [ Node Type } [ Fixed Thresh }
NobLINK [ cmd, path, IP } [ Undirected } [ FastText } { Weighted Sum } { VAE+MLP } [ Node Recon [ Val Thresh }
MagIc | node+edge type } [ No redundant } { GAT } { GAT+MLP } [ Masked Recon [ K-D Tree }
Kairos [ HFH } { TGN+Attn } { MLP } [ Edge Type } [ Fixed Thresh }
FLasH [ W2V+PosEnc { GraphSAGE } { XGBoost } [ Node Type } [ Fixed Thresh }
R-Caip [ path+name } [ Pseudo-graph } [ Doc2Vec } { GAT } [ Node Type } [ K-Means+MAD }

ORTHRUS [ type,path,cmd,IP } [ - } [ Word2Vec } { TGN-Light } { MLP } [ Edge Type } [ Val+K-Means
VELOX [ Word2Vec } { Linear } { MLP } [ Edge Type } [ Val Thresh }

Figure 3: Component modularity in PIDSMAKER. Rows represent the eight supported systems; columns represent a subset of
components. Each component and associated hyperparameters can be set via YAML configuration.

behaviors may also be flagged as malicious. In the absence of attack
supervision, the model cannot distinguish benign deviations, such
as a user performing a previously unseen activity, from genuine
malicious events, leading to elevated false positive rates compared
to standard anomaly detection settings.

Extreme Class Imbalance. The extreme class imbalance in real
deployments makes standard evaluation metrics misleading, ren-
dering false positive rates particularly critical. In existing datasets,
malicious nodes often account for fewer than one in 10,000, and
this ratio is expected to be even lower in real-world environments
where attacks are genuinely rare.

Incomplete Ground Truth. Most widely used datasets [2, 3, 55]
provide only textual attack descriptions and lack fine-grained labels.
Consequently, researchers and security analysts must reconstruct
manually labels from ground-truth reports, often leaving many
attack-related nodes unlabeled due to missing or ambiguous se-
mantic information. To simplify evaluation, prior work frequently
adopts coarse labeling strategies, such as marking entire graphs or
subgraphs as malicious rather than individual nodes [30].
Contrast with Related Domains. These challenges distinguish
provenance-based intrusion detection from other anomaly detec-
tion domains. In financial fraud detection, for instance, transac-
tions follow well-defined schemas with limited variability, and the
field benefits from fully-labeled benchmark datasets containing
hundreds of thousands of annotated transactions [14, 27]. This en-
ables direct supervised learning, with standard classifiers achieving
near-perfect accuracy [45]. In contrast, PIDSs operate over hetero-
geneous, unbounded graph structures where ground-truth reports
identify only a subset of affected nodes, leaving many attack-related
behaviors unlabeled and rendering supervised techniques largely
inapplicable.

PIDSMAKER’s Objective. While prior work has surveyed PIDS
techniques [9, 28] and highlighted reproducibility issues such as
missing artifacts and methodological shortcomings [4, 10], no uni-
fied benchmark exists for consistent evaluation before this effort.
PIDSMAKER fills this gap by providing standardized preprocess-
ing, rigorous evaluation protocols, and a modular environment for
experimenting with components from the literature.

3 PIDSMAKER

We describe the design and architecture of PIDSMAKER (Figure 2)
by outlining the core design principles, presenting the modular
pipeline, and presenting the supported datasets and systems. The
framework is implemented in Python using PyTorch and PyTorch
Geometric [1].

3.1 Design Principles

PIDSMAKER’s architecture follows four core principles to reduce

implementation overhead, ensure reproducibility, and enable sys-
tematic experimentation.

Modularity. Each pipeline stage is decomposed into independent,
interchangeable components with well-defined interfaces. For ex-
ample, researchers can combine the lightweight encoder from a

given system with the decoder of another system without editing

any component. As shown in Figure 3, components can be freely

mixed across systems, enabling systematic ablation studies and

rapid prototyping of new variants.

Configurability. Complete PIDS pipelines are specified declar-
atively in YAML files rather than code (see §A.1). This ensures

all experimental details are explicitly documented, improving re-
producibility, and enables researchers to prototype new systems

through configuration composition rather than implementation

from scratch.

Efficiency. PIDSMAKER implements on-disk caching at each pipeline
stage to avoid redundant computation. Each stage hashes its con-
figuration and stores outputs in a uniquely named directory. When

only downstream parameters change (e.g., tuning learning rate),

upstream stages (construction, transformation, featurization) are

skipped and cached outputs are reused, significantly reducing ex-
perimental turnaround time.

Extensibility. New components integrate by implementing min-
imal Python interfaces—for instance, adding a text embedding

method requires only defining how to encode attributes into vec-
tors. Once registered, components become immediately available

to all systems through YAML configuration, allowing PIDSMaker

to evolve with emerging techniques and enabling community con-
tributions. New datasets can be similarly added by following the
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standardized graph format and naming conventions used for exist-
ing DARPA benchmarks.

3.2 Datasets and Ground Truth

PIDSMAKER (v2.0.0) comes with preprocessed versions of standard
DARPA datasets used in PIDS research: DARPA TC E3 [2], DARPA
TC E5 [3], DARPA OpTC [55]. Starting with v2.1.0, two additional
datasets built on top of Carbon Black EDR are also supported:
Atlas v2 [51] and CARBANAK v2 [38]. Additional datasets will
be continuously integrated to the framework.

Node-level Evaluation. Consistent evaluation requires unified
ground-truth labels. We adopt the node-level labels previously re-
leased in [30], which identify between 41 and 123 individual ma-
licious nodes per dataset through manual analysis of attack de-
scriptions and system logs. Node-level granularity is the natural
choice for a unified benchmark for two reasons. First, it reflects
operational needs: analysts must identify which entities are com-
promised to initiate incident response. Second, node-level labels
subsume coarser ones—predictions can always be aggregated to
neighborhood [29, 50, 59] or batch level [13], whereas the reverse
is not possible. We acknowledge that systems designed for coarser
granularities are disadvantaged under this protocol; we analyze
this effect in §4. The labels are publicly available and can serve as a
basis for evaluation at alternative granularities.

3.3 Supported Systems

PIDSMAKER implements the major PIDSs published in top secu-
rity venues in recent years, all of which share a similar architec-
ture: THREATRACE [59], NopLINK [37], MAGIc [29], KaIros [13],
FrasH [50], R-CAID [19], OrTHRUS [30], and VELOX [10]. As shown
in Figure 3, each system is decomposed into interchangeable com-
ponents that can be freely combined to design new variants. While
these systems operate at varying granularities (neighborhood, batch,
or node level), PIDSMAKER unifies all evaluations at the node level
for consistent comparison.

At the neighborhood level, THREATRACE employs a GraphSAGE
encoder to predict entity types before fixed thresholding, while
Maagic learns node embeddings via a hybrid loss and detects anom-
alies by measuring embedding similarity within neighborhoods,
and FLasa computes node-level anomaly scores from text embed-
dings using a lightweight encoder-decoder for node type prediction.
To capture temporal dynamics, Karros applies Temporal Graph
Networks on dynamic provenance graphs, detecting anomalies at
the batch level through edge type prediction. At the node level,
NobpLink formulates APT detection as a Steiner Tree Problem to
improve detection granularity, R-CAID constructs pseudo-graphs
connecting nodes to their root causes and identifies anomalies
through cluster deviation, and ORTHRUS combines a lightweight
TGN variant with K-Means clustering to reduce false positives.
More recently, VELox demonstrates that lightweight detection with-
out GNNs can achieve state-of-the-art results while detecting the
majority of attacks.

Reproduction Details. Each system was integrated into PIDS-
MAKER based on its original public source code. For R-CAIp, which
is not open-source, we re-implemented the approach based on the
published paper. A recent reproducibility study [4] found that many

PIDS results cannot be reproduced due to incomplete artifacts, and
prior work [5, 13, 15, 29, 37, 50, 59, 67] reports inconsistent results
for identical systems using different evaluation protocols. Rather
than attempting to reproduce individual results under these incon-
sistent settings, PIDSMAKER standardizes the evaluation protocol
itself—unifying preprocessing, ground-truth labels, and dataset
splits. We acknowledge that systems may achieve different absolute
performance than originally published; these discrepancies arise
from methodological differences (labeling granularity, preprocess-
ing choices, dataset-specific configurations) rather than implemen-
tation errors. Our goal is not to reproduce individual results but
to establish a consistent baseline enabling fair comparison going
forward. Implementation correctness was verified by confirming
that each system approaches its originally reported performance
trends when using the labeling strategy from the original work,
with author consultation when needed. For fair comparison un-
der the standardized protocol, we recommend using PIDSMAKER’s
built-in hyperparameter tuning to optimize each system for the
new setting, as done in our experiments (§4.1).

3.4 Pipeline Stages

Through systematic analysis of the eight systems described in §3.3,
we identified seven common stages that collectively constitute
PIDSMAKER’s detection pipeline (Figure 2). While individual sys-
tems may skip certain stages or implement them differently, this
decomposition captures the end-to-end workflow shared across
all studied approaches: from raw provenance logs to final attack
detection. Figure 2 summarizes the component implementations
currently available in PIDSMAKER for each stage, including compo-
nents reimplemented from public PIDS repositories and additional
variants that enable exploration beyond the original systems.

(1) Construction. Parse raw provenance to construct a graph and
extract attributes (e.g., entity types, file paths, process command
lines, and network addresses).

(2) Transformation. Apply graph transformations to improve
learning, such as converting to undirected graphs, removing re-
dundant edges, converting to directed acyclic graphs (DAGs), or
constructing pseudo-graphs that connect nodes to root causes.

(3) Featurization. Convert attributes into numerical representa-
tions using text embeddings (e.g., Word2Vec [43], Doc2Vec [35],
FastText [12]) or domain-specific encodings such as Hierarchi-
cal Feature Hashing (HFH) [68].

(4) Batching. Partition provenance into temporal subgraphs that
fit in memory, typically using fixed-duration windows or a fixed
number of events.

(5) Training. Train an encoder (typically a GNN) to produce node/edge

embeddings and a decoder to map embeddings to predictions,
using a self-supervised objective over benign activity.

(6) Evaluation. At inference, anomaly scores from prediction er-
rors or reconstruction losses are thresholded (fixed, validation-
based, or clustering) to produce detections. Validation-based
thresholds usually use the maximum loss on a benign validation
set. Metrics can be reported at the node, edge, or graph level,
substantially affecting results.

(7) Triage. Optionally post-process detections to prioritize alerts or
identify attack entry points using backward tracking techniques
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System E3-CADETS E3-THEIA E3-CLEARSCOPE E5-THEIA

TP FP TN FN Prec Rec MCC ADP|TP FP TN FN Prec Rec MCC ADP|TP FP TN FN Prec Rec MCC ADP|TP FP TN FN Prec Rec MCC ADP
THREATRACE | 26 17k 265k 42 0.00 [0.38 002 0.01 |118 701k 0 0 0.0 100 000 0.0 |41 35k 76k 0 0.00 [1.00 0.03 003 |64 722k 28k 5 0.0 [0.93 -0.01 0.05
NobLINK 53 58k 223k 15 0.00 [0.78 0.02 [0.96 | 94 445k 256k 24 0.00 [0.80 -0.00 | 050 | 40 7k 104k 1 001 [0.98 0.07 0.03 |57 273k 477k 12 0.00 [0.83 0.01 0.00
Magic 68 144k 138k 0 0.00 [1.00| 0.02 0.06 | 74 196k 505k 44 0.00 [0.63 -0.00 0.00 | 0 0 111k 41 0.0 0.00 0.00 003 |68 445k 305k 1 0.00 [0.99 0.00 | 1.00
Karros 0 2 282k 68 0.0 0.00 -0.00 001 | 2 337 700k 116 0.01 0.02 000 050 | 1 18k 94k 40 0.00 0.02 -0.03 [ 1.00 | 2 15 750k 67 0.12 0.03 0.05 | 0.50
FLasu 1 3 282k 67 025 001 011 034 3 8k 693k 115 0.00 0.03 0.00 0.05 |35 23k 8k 6 0.00 [0.85 0.03 007 |31 311k 439% 38 0.00 045 -0.00 0.02
R-Camp 2 0 282k 66 [1.00° 0.03 0.17 044 | - - - - - - - - 15 169 111k 26 0.08 037 046 050 | — - - - - - -
ORTHRUS 10 7 282k 58 [0.59 0.15 036 100 | 4 27 701k 114 0.3 0.03 007 [ 100 1 2k 110k 40 0.00 0.02 -0.01 | 100 | 2 3 750k 67 | 040 0.03 0.13 | 1.00
VELOX 13 3 282k 55 [0.81 0.19 043 1.00 | 10 1 701k 108 {091 0.08 0.28 ~0.97 | 1 531 111k 40 0.00 0.02 0.01 | 100 | 2 0 750k 67 [1.00° 0.03 0.17 | 1.00
System E5-CLEARSCOPE OpTC-H201 OpTC-H501 OpTC-HO51

TP FP TN FN Prec Rec MCC ADP|TP FP TN FN Prec Rec MCC ADP |TP FP TN FN Prec Rec MCC ADP|TP FP TN FN Prec Rec MCC ADP
THREATRACE | 26 64k 87k 8 0.00 [0.76 001 001 |3k 1.4M 35k 5 0.00 /1000 002 017 [ 2 42 1.5M 747 0.05 0.00 0.01 [1.00 | 114 1.5M 0 0 0.00 [1.00° 0.00 | 1.00:
NobpLINK 0 24k 127k 34 0.00 0.00 -0.01 0.17 |1k 82k 14M 2k 0.02 044 0.09 [ 1.00 |376 106k 1.4M 373 0.00 0.50 0.05 0.08 | 30 100k 1.4M 84 0.00 0.26 0.00 [ 1.00.
Magic 34 105k 46k 0 0.00 [1.000 0.01 0.01 | 1k 1.2M 235k 2k 0.00 [0.38 -0.03 | 1.00 | 185 260k 1.2M 564 0.00 0.25 0.00 [1.00 (102 259k 1.2M 12 0.00 [0.89 0.02 & 0.50
Karros 0 6 151k 34 0.00 0.00 -0.00 033 | 2 11 14M 3k 0.5 0.00 001 [ 100 | 1 42 1.5M 748 0.02 0.00 0.00 [1.00 | 1 2 15M 113033 0.01 0.06 [ 1.00
Frasu 8 24k 127k 26 0.00 0.24 001 004 | 2k 239% 1.2M 1k 0.01 052 0.04 | 1.00 | 222 215k 1.3M 527 0.00 030 0.01 [ 1.00 | 2 9k 1.5M 112 0.00 0.02 0.01 | 0.50
R-Camp - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
ORTHRUS 8 13 151k 26 [0.38 024 033 0.12 | 2 22 14M 3k 0.08 0.0 001 100 0 0 1.5M 749 0.00 0.00 0.00 033 | 0 0 15M 114 0.00 0.00 0.00 | 1.00
VELOX 8 8 151k 26 | 0.50 0.24 038 061 | 2 7 14M 3k 022 0.00 0.01 [ 100 | 1 7 1.5M 748 0.13 0.00 0.01 050 | 2 1 1.5M 112 015 0.02 0.07 | 1.00

Table 1: Node-level detection results under consistent evaluation setting (best run among five iterations). Prec=Precision,
Rec=Recall, MCC=Matthews Correlation Coefficient, ADP=Attack Detection Precision (best of 5 runs). For R-Caip, “-” denotes

runs aborted after exceeding 24 hours; as the system is not open-source, our re-implementation may not scale optimally.

such as DepImpact [17]. The potential of this stage to improve
actionability is discussed in §5.

4 Benchmark Results

In this section, we benchmark all eight systems on all datasets using
PIDSMAKER ’s unified node-level protocol, evaluating detection
performance followed by computational scalability.

4.1 Overall Detection Performance

Table 1 presents node-level detection results across all datasets
using consistent ground-truth labels. We tuned all systems on each
dataset (§A.4) using PIDSMAKER’s built-in hyperparameter tuning.
Each system was evaluated over five runs; the best-seed results
appear in Table 1. In intrusion detection’s highly imbalanced setting,
where low false positives matter more than many true positives [16],
we report TP, FP, TN, FN, and MCC [41], a robust metric that is
high only when all confusion matrix entries are predicted well [49].
We also measure attack detection precision (ADP) [10], a standard
metric in PIDS that measures AUPRC where precision is at the node
level and recall is at the attack level.

Interpreting Performance Under Unified Evaluation. The
near-zero MCC observed for most systems is not an artifact of
the benchmark — it is the benchmark’s central finding. Node-level
evaluation reflects operational reality: incident responders must
identify which entities are compromised, not merely that an attack
occurred somewhere in a neighborhood or time window. The per-
formance gap relative to originally published results quantifies, for
the first time, how much coarse labeling strategies inflate reported
metrics. Systems designed for neighborhood- or batch-level eval-
uation [13, 29, 50, 59] naturally struggle at finer granularity—this
does not invalidate them, but reveals that their reported results
reflect a less demanding task. PIDSMAKER’s node-level protocol
establishes the harder but operationally meaningful baseline the
field currently lacks.

Three Detection Regimes. The results reveal three distinct regimes
traceable to architectural choices (Figure 4). THREATRACE, NODLINK,
and Magic exhibit indiscriminate scoring: their message-passing
mechanisms propagate anomaly signals across neighborhoods, pro-
ducing overlapping benign/attack distributions with high recall but
near-zero precision at the node level. Kairos and FrasH fall into
an over-conservative regime, with scores near zero for both classes,
suppressing most detections. VELOX, ORTHRUS, and R-CAID achieve
sparse but precise detection, with well-separated score distributions,
concentrating high anomaly scores on individual nodes rather than
spreading them across neighborhoods.

Practical Significance. As confirmed in prior work [10, 16], a low
recall does not imply operational uselessness. In practice, detect-
ing at least one node per attack campaign with manageable false
positives suffices to reconstruct attack paths [16, 17]. From this
perspective, VELOX detects at least one attack node across all eight
datasets with single-digit false positives on most E3 benchmarks,
while ORTHRUS achieves the same on six datasets.

Implications for the Field. These results suggest that strong
performance reported in prior PIDS literature may partly reflect
evaluation choices—particularly coarse labeling—rather than funda-
mental detection capability, underscoring the value of standardized
evaluation. The consistent superiority of node-level systems (VELOX,
ORTHRUS) further suggests that detection granularity is a first-order
architectural decision for future PIDSs.

4.2 Impact of Components on Detection

The unified architecture of PIDSMAKER makes it possible to esti-
mate which component contributes most to detection. We focus on
three components shared across all PIDS architectures: the text en-
coder (featurization), the graph encoder, and the training objective.
We ran 108 ablations spanning four featurizations, three encoders,
and three training objectives on three E3 datasets, reporting ADP
averaged across datasets (Table 2).
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Figure 4: Predicted node anomaly score distributions of systems on the E3-CADETS dataset, containing three APT attacks. The

vertical line represents the threshold of each system.

Objective Featurization Encoder

FastText HFH W2V None | Linear NodLink Orthrus
Edge Type Pred. 0.29 030 0.42 0.22 0.30 0.27 0.35
Node Type Pred. 0.06 0.05 0.08 0.08 0.07 0.13 0.00
Node Feat. Recon. 0.07 0.03 0.14 0.08 0.05 0.15 0.04

Table 2: Component ablation: ADP averaged across three E3
datasets. Left block varies featurization (averaging across
encoders); right block varies encoder (averaging across fea-
turizations). None uses one-hot node types only (no text en-
coding).

Training objective dominates. Edge type prediction outperforms
alternatives across every featurization and encoder. The gap be-
tween objectives exceeds any encoder- or featurization-driven vari-
ation in our sweep, identifying objective design as the dominant
performance lever.

Encoder choice interacts with the objective. A linear encoder
paired with edge prediction is competitive with ORTHRUS s encoder,
while NobLINK’s lags both. Under suboptimal objectives, encoder
complexity actively hurts: ORTHRUS collapses under node type
prediction whereas NODLINK retains some signal.

Text attributes bring value. Removing text encoding noticeably
degrades performance in the best-performing setting. Word2vec
leads under edge prediction, confirming that text embeddings carry
meaningful semantic signal, though the gap between objectives is
substantially larger than that between featurization methods.
Design implications. Three lessons emerge for future PIDS design:
(1) prioritize objective design before scaling encoder capacity; (2)
avoid neighborhood aggregation when fine-grained precision mat-
ters, as it diffuses anomaly signal to benign neighbors (Figure 4); (3)

consider simpler architectures before adding structural complexity.
VELOX's strong performance is consistent with these lessons: it pairs
edge prediction with a linear encoder and competitive featurization.

4.3 False Positive Analysis

We further analyze where false positives are located in the graph
relative to true attack nodes. Figure 5 reports the distribution of
each system’s false positives by hop distance to the nearest attack
node. For most systems, the majority of false positives sit within
one or two hops of an attack node, indicating that misclassifications
cluster tightly around genuine malicious activity rather than scat-
tering across the graph. This locality has direct implications for the
coarser-grained evaluation protocols used in prior work [29, 50, 59],
where every node within a 2-hop neighborhood of an attack is
treated as malicious: under such protocols, the blue portions of
Figure 5 would collapse into true positives, mechanically inflating
precision without any change in detection capability. From the
analysts’ perspective, these nearby nodes are often shared libraries
and common entities with limited operational value [16]. We adopt
node-level as the default because it reflects the operationally mean-
ingful task, but PIDSMAKER computes hop-distance breakdowns
from the same ground truth, so both perspectives can be reported
without relabeling. Note that these measurements were obtained
from an independent run; absolute counts may differ slightly from
Table 1 due to seed-induced variability, though the relative trends
are preserved.

!Some datasets contain disjoint graphs; whether they should is beyond the scope of
this paper.
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Figure 5: Hop-distance distribution of false positives. Empty bars denote zero false positives. On E3-CLEARSCOPE, some bars do
not reach 100% because false positives occur in disjoint graphs unrelated to attacks.!

4.4 Computational Cost

Figure 6 compares the memory footprint, execution time, and detec-
tion accuracy (MCC) of PIDS systems on E3-CADETS, a small-scale
dataset, and E5-THEIA, a larger and more representative bench-
mark. For each dataset, we present three complementary views:
MCC vs. memory (Figure 6a, Figure 6d), MCC vs. time (Figure 6b,
Figure 6e), and throughput vs. memory (Figure 6c, Figure 6f). These
visualizations reveal critical trade-offs between detection accuracy,
resource consumption, and processing speed.

Memory Usage. Memory consumption spans three orders of mag-
nitude, from 27MB (VELox on E3-CADETS) to 29GB (KAIROS on
E5-THEIA). Karros and R-CAID incur the largest memory foot-
prints (20-30GB) due to temporal node memories and large pseudo-
graph constructions, respectively. In contrast, VELoX, FLASH, and
THREATRACE remain below 1GB, making them suitable for resource-
constrained deployments; VELOX achieves the lowest usage by
avoiding GNNs and learning pairwise interactions over fixed-size
edge batches. Figure 6a and Figure 6d further show that higher mem-
ory usage does not translate to better detection accuracy: despite
their large footprints, Kairos and R-CAID attain near-zero MCC,
while lightweight systems such as VELox and ORTHRUSs achieve the
best performance.

Execution Time and Throughput. Execution time scales with
dataset size: across all detection systems, the larger E5-THEIA re-
quires 5-10% longer processing than E3-CADETS. Ka1ros has the
longest runtimes (52 min on E3-CADETS, 422 min on E5-THEIA)
due to the overhead of temporal modeling, resulting in the lowest
throughput (Figure 6c, Figure 6f). Node-level systems such as FLAsH,
NopLinNk, and THREATRACE are among the fastest, as provenance
graphs contain far fewer nodes than edges. However, Figure 6b
and Figure 6e show that speed does not imply better detection:
VELOX attains the highest MCC on both datasets despite moderate
runtimes, while faster systems like FLAsH and NopLINK perform
poorly. We note that the framework contributes 2.0%-2.8% of the
total execution time.

The Accuracy-Efficiency Trade-off. The throughput vs. memory
plots (Figure 6c, Figure 6f) reveal that VELox and ORTHRUS occupy
the Pareto frontier: they combine low memory footprint with rea-
sonable throughput while delivering the best detection accuracy

(MCC > 0.13 on E5-THEIA, MCC > 0.36 on E3-CADETS). In con-
trast, systems like Katros and R-CAID consume massive resources
but fail to detect threats effectively (MCC = 0), while FLasH and
THREATRACE, though fast and lightweight, also struggle with ac-
curacy. This shows that detection performance and computational
efficiency are orthogonal, requiring careful architectural choices
rather than increased model complexity.

Deployment Implications. These results highlight a fundamental
trade-off between model complexity and deployability. Systems
with high memory requirements (KaIros, R-CAID) are impractical
for deployment on endpoints or in environments with limited re-
sources, restricting their use to centralized analysis servers—yet
even in such settings, their poor detection accuracy makes them
unsuitable. Lightweight alternatives such as VELox and ORTHRUS
offer a more practical path toward real-time, distributed deploy-
ment—an important consideration for enterprise-scale monitoring
where provenance data is generated continuously across thousands
of hosts. The superior accuracy of these efficient systems further
strengthens their case for practical deployment.

5 Discussion

Evaluating multiple PIDSs within a unified framework exposes
several open challenges.

Lack of benign anomaly benchmarks. Existing benchmark
datasets typically treat the world as binary (benign vs. attack) and
rarely label benign anomalies (legitimate but uncommon behavior)
as a separate class. As a result, self-supervised PIDSs trained on
“normal” traces often assign high anomaly scores to rare yet accept-
able events (e.g., software updates, administrative maintenance, or
bursty but authorized activity), which can inflate false positives.
Further, real deployments face shifting definitions of normal across
hosts, workloads, and time, and some datasets already contain unla-
beled benign irregularities that confound evaluation. Benchmarks
that explicitly annotate benign anomalies (or provide workload/-
maintenance labels) would enable more realistic measurement of
detection specificity and help disentangle “rare but benign” from
truly malicious behavior.

Future extensions of PIDSMAKER. PIDSMAKER currently targets
self-supervised PIDSs. Extending the framework to supervised and
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Figure 6: Efficiency—accuracy trade-offs on E3-CADETS (top row) and E5-THEIA (bottom row). Results at the top-left corner are

best while bottom-right are worst.

rule-based approaches [44, 57] would broaden coverage and enable
more comprehensive comparisons.

Although we do not evaluate it in this paper, IDSMAKER also in-
cludes an optional tracing stage that reconstructs attack paths from
anomalous nodes and edges. This component represents a promis-
ing research direction that has been explored in prior work [17,
24, 25, 39, 65]. Integrating such techniques with existing systems
could enforce connectivity constraints and incorporate domain
knowledge about attack behavior, translating anomaly scores into
coherent incident narratives, surfacing additional compromised
entities along dependency paths, and suppressing false positives
that lack plausible causal context.

Beyond detection performance, deployment raises challenges
such as concept drift and adversarial manipulation. As benign be-
havior shifts over time, models trained on historical traces can de-
grade and require continual adaptation. Attackers may also shape
provenance patterns to evade detectors. We plan to extend PIDS-
Makxker with drift detection and adaptation mechanisms [31, 64]
and with adversarial robustness evaluation [18, 46]. Supporting
end-to-end benchmarks of attacks and defenses from the literature
would make it easier to measure resilience systematically.

6 Conclusion

We presented PIDSMAKER, a unified framework for developing and
evaluating provenance-based intrusion detection systems (PIDSs).
PIDS research faces significant evaluation challenges: prior work
uses inconsistent preprocessing pipelines, non-standard dataset

splits, and incompatible ground-truth labeling strategies, undermin-
ing reproducibility and impeding fair comparison. PIDSMAKER ad-
dresses these by consolidating the main recent systems into a modu-
lar architecture with standardized preprocessing, consistent ground-
truth labels, and integrated experimental utilities. Researchers can
rapidly prototype via component reuse, run systematic ablations
and hyperparameter tuning, and perform fair comparisons under
consistent protocols. We view common evaluation standards as
essential for sustained progress and welcome adoption and contri-
butions that extend the framework.
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A Using PIDSMAKER

A.1 Configuration Files

Each system is defined by a YAML configuration file that specifies
all pipeline components and their parameters. The following is an
excerpt from the ORTHRUS configuration:

orthrus.yml

construction:
node_features:
subject: type, path, cmd_line
file: type, path
netflow: type, remote_ip, remote_port
[...]
transformation:
used_methods: none
featurization:
used_method: word2vec
emb_dim: 128

epochs: 50
word2vec:
alpha: 0.025
[...]
batching:

intra_graph_batching:
used_methods: edges, tgn_last_neighbor
[...]
training:
1r: 0.00001
node_hid_dim: 128
encoder:
used_methods: tgn, graph_attention
graph_attention:
num_heads: 8
[...]
decoder:
[...]
evaluation:
used_method: node_evaluation
node_evaluation:
threshold_method: max_val_loss
[...]
triage:
used_method: depimpact
use_kmeans: True

[...1

CLI arguments can override any YAML parameter using dot
notation (e.g., —-training.1r=0.0001) and take precedence over
YAML values. The ——force_restart flag re-executes stages from
a specified point even when arguments are unchanged, while —-
restart_from_scratch writes outputs to a new directory to isolate
runs.

A.2 Automatic On-Disk Caching

PIDSMAKER is designed to execute large batches of compute-intensive
experiments, often involving heavyweight architectures. To avoid
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redundant computation and automatically reuse intermediate re-
sults, IDSMAKER implements an on-disk caching mechanism at
each stage of the pipeline. Each stage computes a unique hash
derived from its configuration arguments and the hash of its prede-
cessor, and stores its outputs in a directory indexed by this hash.
Before execution, the pipeline checks for the existence of the corre-
sponding directory; if it is found, the stage is skipped and cached
outputs are loaded instead.

This design enables efficient reuse of intermediate results across
experiments. For instance, modifying only the learning rate reuses
cached outputs from upstream stages such as graph construction,
transformation, featurization, and batching, and re-executes only
the affected training and evaluation stages. Overall, this caching
strategy significantly reduces runtime and supports rapid, iterative
experimentation.

A.3 Minimum System Requirements

PIDSMAKER is designed to train deep neural networks on large
volumes of system data and is therefore primarily intended to run
on servers equipped with substantial memory capacity and CPU
resources. We recommend a minimum of 100 GB of system mem-
ory for processing the smallest datasets, and at least 500 GB for

Tristan Bilot, Baoxiang Jiang, and Thomas Pasquier

the largest datasets in order to avoid resource constraints. To im-
prove throughput, PIDSMAKER keeps most data resident in memory,
thereby reducing time-consuming disk I/O operations, which in
turn necessitates significant memory availability. PIDSMAKER sup-
ports execution on both CPUs and GPUs. However, we strongly rec-
ommend the use of a GPU with at least 20 GB of memory for small
to medium-scale datasets, and at least 40 GB for larger datasets.

A.4 Hyperparameter Search

Table 3 shows the hyperparameters searched for each system on
each dataset in our experiments. For consistent model selection, we
select the best-performing epoch for each system.

Stage Parameter Search Space

{64, 128, 256}
{128, 256, 320}
{0.001, 0.0001}

Table 3: Hyperparameter search space for consistent evalua-
tion across all systems.

Featurization Embedding dimension
Training Hidden dimension
Training Learning rate
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