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Abstract

Provenance graphs capture causal interactions among operating-system entities,
underpinning modern endpoint intrusion detection. Existing graph-based detec-
tors use generic text encoders trained on small datasets to embed entities solely
from their labels (e.g., file paths and process command lines). Embeddings are
thus independent of the graph, missing behavioral semantics encoded in graph
neighborhoods. However, much like a natural language that carries linguistic
structures that can be learned once and transferred broadly, OS entities such as
system binaries, configuration files, and common services engage in recurring
types of activity with similar inter-entity relationships across executions. These
behavioral regularities can be learned offline from provenance graphs and ap-
proximated at inference time from entity labels alone. Based on this insight, we
introduce SPIDER (System Provenance-Informed Distilled Entity Representations),
a text-only entity encoder distilled from provenance graphs. SPIDER uses a graph-
based teacher that models who an entity interacts with via graph attention and
how it interacts with them through behavioral signatures. These representations
are distilled into a transformer-based student that maps raw entity text to em-
beddings in a single forward pass, providing pretrained behavioral priors that
downstream detectors can use for real-time inference without requiring graph
access. With only 5.2M parameters, SPIDER can be deployed directly on end-
points and optionally fine-tuned for specific detection tasks. We show that a
single checkpoint improves detection performance as a drop-in replacement for
four recent intrusion detection systems across Linux, FreeBSD, Windows, and
Android, surpassing both GNN- and LLM-based baselines. Code is available at
https://github.com/ubc-provenance/PIDSMaker/tree/spider.
Note: This is a preprint version of the paper accepted at the The 40th Annual
Conference on Neural Information Processing Systems (NeurIPS’26) [Bilot et al.,
2026a].

1 Introduction

Graph learning problems focus on improving feature embeddings to better represent nodes, edges,
or the overall graph. Depending on the nature of the task at hand and the domain in which it
operates, different aspects of graph data (e.g., degrees, labels, and temporality) contribute to such
representations. In this work, we study node representation learning in the endpoint intrusion
detection setting, where the quality of node embeddings plays a central role in the downstream
classification task.

A graph in this setting represents an operating system’s activity, where nodes and edges corre-
spond respectively to OS entities (e.g., files, processes, and network sockets) and activities (e.g.,
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system calls). Prior work [King and Chen, 2003, Pasquier et al., 2017, 2018] has shown that such
a graph provides greater visibility into cyberattacks than traditional audit logs. Attack activity
manifests as anomalies in the graph, and the goal of the learning algorithm is to identify those
anomalies. Figure 1 shows a small, simplified snippet of an OS activity graph. To match the termi-
nology used in the security community, we henceforth refer to such a graph as a provenance graph.

Initial Access Command & Control

141.43.176.203:443

Firefox /usr/bin/payload payload

161.116.88.72:443

SRc

W
E

SRc

Process File Socket

E=Exec W=Write S=Send Rc=Recv

Figure 1: Simplified provenance graph.
Example of a 2-stage attack.

We see that nodes and edges in a provenance graph are
typed; nodes also carry textual labels that identify unique
OS entities. The graph illustrates an attack in which a
compromised Firefox browser receives a drive-by exploit
from a malicious IP and writes a payload to disk; the
payload is then executed and communicates with another
malicious IP. In a real OS workload, this attack would
present itself as a subgraph embedded in a much larger
provenance graph that dynamically grows as the OS runs.

Endpoint intrusion detection classifies nodes like in Fig-
ure 1 as anomalies, by training its model on benign graph data to learn statistically how OS entities
interact with each other under no attack influence [Zipperle et al., 2022]. Learning node represen-
tation typically involves (1) using word embedding of an entity’s textual label (e.g., a file path, a
command line, or a socket address) as the initial node vector, which captures its lexical identity,
and (2) subsequent message-passing-style iterations over its neighborhood. The goal of the latter is
to infer an entity’s behavior from the graph structure, so that entities with similar functional roles
are close to each other in the embedding space, even if their labels are textually distinct. This
has historically motivated prior work to adopt various graph learning architectures, ranging from
standard GNNs [Li et al., 2024, Jia et al., 2024, Goyal et al., 2024, Rehman et al., 2024] to tailored
temporal graph networks with attention [Cheng et al., 2023, Jiang et al., 2025]. Prior studies tightly
couple learning node-embedding space with the intrusion detection objective, focusing on optimizing
structure-aware entity encoding only to minimize detection-specific loss. However, doing so has two
major shortcomings, which we address in this work by proposing a completely different learning
paradigm that decouples representation learning from intrusion detection.

First, node embedding is learned always “from scratch” through entities’ textual labels. This is
not by choice, but stems from lack of meaningful representation that is independent from specific
downstream detection mechanisms. However, just like a natural language carrying linguistic structures
that can be learned once and transferred broadly, entities such as system binaries, configuration files,
and common services and network sockets tend to participate in recurring types of activity with
similar inter-entity relationships across executions. A general-purpose encoder can capture these
stable and predictable interaction patterns from diverse workloads as behavioral priors. This not
only reduces wasteful and expensive recomputation prevalent in existing work, but more importantly,
encodes distributional regularities of OS activity across different environments. Such knowledge
is missing in previous approaches as a result of their dataset-specific training. We show in this
work that it improves downstream intrusion detection performance regardless of the design. Second,
inference-time classification requires costly graph traversal to inject behavioral semantics into node
embedding, creating a computational bottleneck that is infeasible to sustain at enterprise scale across
many hosts for real-time intrusion detection [Dong et al., 2023]. This is not by choice either, because
without graph convolution, a label-based lexical identity is only a poor proxy for an entity’s behavior.
Consider, for example, binary files such as /usr/bin/man and /usr/bin/make that have textually
similar paths but entirely different interaction patterns. We show in this work that graph exploration
can be optional when node embedding itself entails such patterns.

We propose SPIDER, a text-only entity encoder trained via offline provenance graph distillation. To
train this encoder, a graph-aware teacher uses provenance graphs to understand what entities a node
interacts with and behavioral signatures to summarize how these interactions take place, combining
both to learn behavioral priors from graph context. A lightweight, transformer-based student is
simultaneously trained to approximate entity representation from textual labels alone. A downstream
application can use SPIDER to train a detection model with a graph-free classification head and run
a single forward pass with no graph storage or iterative message passing for inference, taking full
advantage of its behavior-aware entity features. Alternatively, SPIDER can replace the text backbone
used by prior work, improving the performance of any graph-based detectors by providing better
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initial entity embeddings without increasing their inference-time overhead. Overall, SPIDER takes a
first step toward pretrained, transferable representations for real-time, OS-level endpoint security.

2 Problem Formulation

A provenance graph is a directed, labeled, temporal multi-graph G = (V, E). Each node
v ∈ V has a type type(v) ∈ {PROC, FILE, SOCK} and a textual label ℓ(v). Each edge
e = (u, v, τ, t) ∈ E connects a source node u to a destination node v with event type τ ∈ T
and timestamp t ∈ R≥0. The event type vocabulary contains ten system-call categories: T =
{CLONE, CONNECT, EXECUTE, OPEN, READ, RECVFROM, RECVMSG, SENDMSG, SENDTO, WRITE}
Valid edges are constrained to specific (type(u), τ, type(v)) triplets, e.g.(PROC, WRITE, FILE);
section K shows the complete list. Notably, our event type vocabulary is OS-agnostic: a process
forking a child or writing to a file maps to the same token on Linux, Windows, FreeBSD, or Android,
allowing a single pretrained model to transfer across platforms.

Objective. The goal is to learn a function f : V → Rd mapping each entity v to a dense vector
ev = f(v) ∈ Rd such that (i) ev captures the entity’s expected interaction patterns while remaining
computable from text alone, (ii) f is learned without supervision on any anomalies, and (iii) f
depends only on type(v) and its textual label ℓ(v), not on the runtime graph neighborhood of v. The
last condition ensures that computing ev is a single operation independent of the graph.

Anomaly-based intrusion detection. Given entity embeddings {ev}v∈V learned from benign
activity, downstream detectors flag intrusions as deviations from this baseline by scoring each
edge e = (u, v, τ, t) ∈ E via a function g(eu, ev, τ) → R that assigns high values to anomalous
interactions. When an edge’s score exceeds a threshold, its corresponding OS activity is flagged as a
potential attack. SPIDER is agnostic to the choice of g: it provides ev as a drop-in backbone, and a
downstream detector can optionally incorporate graph-neighborhood features for additional context,
though we favor graph-free computations for real-time deployment.

3 Method

SPIDER is built on a teacher-student knowledge distillation [Hinton et al., 2015] paradigm. Offline
training uses a teacher encoder with access to the provenance graph to produce rich entity representa-
tions; a transformer student learns to reproduce them from entity labels alone. Deployment retains
only the student: a single forward pass produces an entity embedding with no graph access.

3.1 System Entity Tokenization

Before entering the transformer encoder, raw entity labels are processed by a two-phase tokenizer
tailored to system entity attributes. Table 8 (section E) shows some tokenization examples.

Phase 1: domain-specific pre-tokenization. System entity strings carry context-dependent semantics
that a generic tokenizer would conflate (e.g., 22 as a port identifies SSH, but it is an arbitrary name
in a text file path). This phase makes such context explicit before subword encoding. For file paths,
recognized components are mapped to dedicated tokens (e.g., /usr/lib→ [/USR][/LIB]), with
separate tokens for extensions, registry hives, and separators. Camel-case and compound names are
split. Semantically unstable segments (e.g., hashes, GUIDs) are collapsed to abstract tokens ([HASH],
[GUID]) to prevent overfitting to deployment-specific artifacts. Usernames are anonymized to
[USER], whereas root becomes [ROOT]. For process command lines, extensions (e.g..sh, .exe) and
flags (e.g.-g, �-force) receive dedicated tokens, and embedded file paths follow the rules above. For
socket addresses, well-known ports are mapped to named tokens (e.g.[PORT_SSH], [PORT_HTTPS]),
and high-range or ephemeral ports are grouped under a common token. IP addresses are replaced
by [PRIVATE_IP] or [PUBLIC_IP] during pre-training to avoid spurious corpus biases; during
continued pre-training on a target dataset, the original octets are reintroduced alongside these tokens
(e.g., [PRIVATE_IP] 192 168 1 1 [PORT_SSH]), so the model can adapt to deployment-specific
patterns while retaining bias-free representations as a prior. All tokenized entities are prefixed with a
type token ([PROC], [FILE], [SOCK]).
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Figure 2: SPIDER architecture. A graph-aware teacher distills behavioral context from provenance
neighborhoods into a text-only student; only the student is retained at inference.

Phase 2: BPE subword encoding. Remaining raw words are split by a domain-trained byte-pair
encoding (BPE) vocabulary that guarantees no out-of-vocabulary tokens, producing sequences that
mix reusable domain tokens with fine-grained subword pieces.

3.2 Teacher Architecture and Entity Profiling

The goal of the teacher (Figure 2, right) is to produce an embedding that captures an entity’s
functional role, not just its textual identity but the behavior it exhibits in the system. To achieve this,
the teacher builds a behavioral profile from the provenance graph using two complementary signals.
The graph-structural embedding captures who the entity interacts with by encoding its neighbors
through message passing, while the behavioral signature captures how it interacts by summarizing
the types and directions of events it participates in. These interaction patterns are strongly correlated
with the entity’s textual identity, enabling the student to approximate them from the text alone.

Graph-structural context. The first signal comes from message-passing over a subgraph of v’s
neighborhood N (v). Noisy edges, e.g., accesses to shared libraries or pseudo-filesystem paths
(/proc, /sys), are first filtered out by heuristics. From the remaining edges, we draw a random
sample of neighbors with replacement, stratified by edge type for diversity, and re-draw at each epoch
so the model sees varying neighborhood views rather than overfitting a single fixed subgraph. We use
a layer of graph attention [Shi et al., 2021] that natively supports edge features, so that the attention
weight of each message is conditioned on the event type τ(u,v) of the edge: the model learns, for
instance, that a write edge from a process to a file carries different semantics than a read edge
between the same pair.

Learnable edge-type embeddings are injected into the attention computation. The attention layer
aggregates every neighbor u’s feature from a teacher encoder fθt (Section 3.3), which encodes the
nodes’ token sequences t(u).

hgnn
v = GraphAttn

(︁
{fθt(t(u))}u∈N (v)∪{v}, {τ(u,v)}u∈N (v)

)︁
. (1)

Behavioral signatures. The second signal is a behavioral signature sv ∈ {0, 1}B, a compact
summary of interaction patterns in the one-hop neighborhood N (v). Each neighbor interaction
is encoded as a triplet (dir, τ, c(v)) combining (i) the edge direction dir ∈ {IN, OUT}, indicating
whether the event is received or emitted by v (because e.g., being read vs. initiating a read carries
different semantics); (ii) the event type τ ∈ T ; and (iii) its semantic class c(v).

c(v) is derived from the mapping {type(v), ℓ(v)} → c(v) where ℓ(v) is a process name, file path
prefix, file extension, or well-known port number. For example, {PROC, nginx} → webserver,
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{FILE, /etc/*} → config_file, and {SOCK, 22} → ssh_socket (see section J). The intuition
is that entities sharing the same semantic class are behaviorally similar regardless of host-specific
naming differences: two webserver processes, however their binaries are named or installed, should
be embedded closely.

As an example, the behavioral signature of a browser process that receives a creation event from a
process yields the signature entry IN:CLONE:browser, while a process that read a temporary file
produces OUT:READ:tmp. The set of all distinct triplets observed across the dataset forms a global
signature vocabulary B and sv is a binary indicator over this vocabulary. For each entity v, we collect
all distinct triplets observed across its one-hop edges and merge them into a single multi-hot vector
sv over B.

Combining the two signals. The two signals are complementary by design: the GNN embedding
hgnn
v carries rich but potentially distribution-specific information tied to the exact neighbors seen

during training, while the behavioral signature sv encodes a succinct summary of interaction types
that generalizes across deployments. We concatenate them after independent L2 normalization to
ensure that neither dominates the joint representation. A two-layer MLP with GELU activation and a
final L2 normalization produces the teacher projection, encoding the entity’s full behavioral profile:

h̃v = [L2Norm(hgnn
v ) ∥ L2Norm(sv)] , (2)

ztv = L2Norm
(︂

MLPt

(︂
h̃v

)︂)︂
. (3)

Supervised contrastive loss. To structure the teacher’s embedding space, we train with a supervised
contrastive (SupCon) loss [Khosla et al., 2020] that pulls entities of the same semantic class together
while pushing apart entities from different classes. Over a batch B of teacher projections ztv:

Lcon =
−1
|B|

∑︂
v∈B

1

|P (v)|
∑︂

p∈P (v)

log
exp(ztv · ztp/T )∑︁

a∈B\{v} exp(z
t
v · zta/T )

, (4)

where P (v) = {p ∈ B | c(p) = c(v), p ̸= v} is the set of same-class positives and T is the
temperature. Batches are constructed with P ×K sampling: P classes are drawn uniformly with
K = 4 entities from each, guaranteeing in-batch positives for every anchor. Class imbalance is
handled by oversampling small classes and capping the large ones.

3.3 Student Architecture and Distillation

The student encoder (Figure 2, left) operates on entity labels alone and is the only component retained
at inference. Its goal is to approximate the teacher’s projections ztv without access to the provenance
graph.

Student encoder. The core component is the transformer fθs with relative position bias [Raffel et al.,
2020], which we prefer over absolute positional encodings since entity labels lack a meaningful
global token order: salient tokens in /usr/bin/nginx or 192.168.1.1 are defined by their position
within a path segment or address group, not by absolute sequence index. Given the token sequence
t(v) of an entity v, the encoder output is mean-pooled over non-padding positions and projected
through a two-layer MLP with GELU activation:

esv = MLPs(mean-pool(fθs(t(v)))) ∈ Rd. (5)

EMA teacher encoder. Following Caron et al. [2021], the teacher encoder fθt is built as an
exponential moving average (EMA) of the student: θt ← λ θt + (1− λ) θs with λ = 0.999. During
training, fθt encodes all nodes in the local subgraph to provide stable node features for the teacher
encoder. The teacher receives no gradients, preventing it from chasing a rapidly-shifting target [He
et al., 2020, Grill et al., 2020].

Distillation loss. The student is trained to match the teacher’s projections (treated as a fixed target
via stop-gradient) using scaled cosine error (SCE) [Hou et al., 2022]:

Ldis =
1

|B|
∑︂
v∈B

(︃
1− esv · sg(ztv)
∥esv∥2 ∥sg(ztv)∥2

)︃2

. (6)
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SCE is preferred over MSE because it measures directional alignment only, discarding magnitude
differences irrelevant for cosine-similarity tasks, while the exponent focuses training on harder,
poorly-aligned pairs. Through distillation, the student learns to approximate from text alone the
behavioral structure learned by the teacher, producing embeddings where textual similarity correlates
with behavioral similarity. The two terms are combined as L = Lcon + Ldis.

Inference. At test time, only the student encoder is used. Embeddings for frequent entities can be
precomputed and cached, so scoring a new event reduces to two hash-table lookups plus a lightweight
detection head forward pass.

4 Experimental Setup

4.1 Datasets

Pretraining data. We pretrain SPIDER on a raw system-provenance corpus of 42.3M entities,
which we built from benign activity collected inside monitored environments spanning diverse
workload categories (web browsing, daemons, web servers, package management) across Linux,
FreeBSD, Windows, and Android. Raw provenance data is highly redundant; we apply filtering,
neighborhood deduplication, and post-tokenization entity merging to retain a subset of high-quality
training examples. Full dataset statistics and preprocessing details are in section F. The corpus is
disjoint from all evaluation data below (no shared hosts, organizations, capture frameworks, or time
periods), so frozen results measure cross-environment transfer.

Evaluation data.

Table 1: Evaluation dataset statistics. Natk is the
number of attacks and |Vatk| the number of attack nodes.

Dataset Abbr. OS |V| |E| Natk |Vatk|
CADETS-E3 CD-E3 FreeBSD 643.5K 5.9M 3 75
THEIA-E3 TH-E3 Linux 1.1M 9.4M 2 119
THEIA-E5 TH-E5 Linux 1.6M 31.0M 1 70
CLEARSCOPE-E5 CS-E5 Android 335.5K 36.6M 2 34
OpTC-051 OpTC Windows 3.8M 15.4M 1 749

We evaluate on the benchmarks com-
monly used by the intrusion detection com-
munity (Table 1): DARPA TC Engage-
ment E3 [DARPA, 2018], E5 [DARPA,
2019] and OpTC [DARPA, 2019], span-
ning FreeBSD, Linux, Android, and Win-
dows. All contain real background activ-
ity with multi-stage attacks and node-level
ground truth [Jiang et al., 2025].

4.2 Implementation Details

Released model. Knowledge distillation naturally yields a lightweight deployment artifact: once
training is complete, the teacher is discarded and only the compact student transformer is retained.
We release a pretrained checkpoint with 5.2M parameters (d=256, 4 attention layers, 4 heads). This
lightweight footprint enables SPIDER to be deployed directly on endpoints, where entity embeddings
are computed in a single forward pass, cached for frequent entities, and passed to a downstream
detector for real-time detection. SPIDER is integrated natively into PIDSMaker [UBC Provenance,
2025], an open-source framework to build and evaluate provenance-based intrusion detectors.

Baselines. For fair and consistent evaluation of different detector baselines, we use PIDSMaker [UBC
Provenance, 2025, Bilot et al., 2026b], which is the established framework for intrusion detection
research, using the same data splits and hyperparameter tuning approach used by the community [Bilot
et al., 2025]. All experiments are trained with the AdamW optimizer [Loshchilov and Hutter, 2017].
Full hyperparameters are in section D.

Setup. All models are trained on Ubuntu 22.04 servers equipped with AMD EPYC 7343 CPUs
and NVIDIA A100 GPUs. Downstream intrusion detection experiments use the same hardware and
follow each system’s original training protocol, differing only in the entity embedding input.

Evaluation Metrics. We report the attack detection precision (ADP) [Bilot et al., 2025], denoted AP
in this paper: the average precision of detecting the attacks of a dataset, i.e., the area under the curve
of the fraction of attacks with at least one flagged node versus node-level precision. Like AP, it is
threshold-independent and suited to extreme class imbalance (Table 1) [Davis and Goadrich, 2006].
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5 Results and Analysis

We evaluate along five axes: (Q1) whether SPIDER embeddings improve state-of-the-art detectors as
a drop-in replacement (§5.1), (Q2) how SPIDER compares against alternative encoders pretrained on
the same corpus as the frozen entity embedding backbone of a fixed detector (§5.2), (Q3) which com-
ponents contribute most to performance (§5.3), (Q4) whether SPIDER meets inference requirements
for real-time deployment (§5.4), and (Q5) whether it generalizes beyond its pretraining data (§5.5).
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Table 2: AP score across downstream detectors. ✗: native text encoder; �: SPIDER frozen
embeddings without fine-tuning; \: SPIDER embeddings with fine-tuning.

VELOX ORTHRUS FLASH KAIROS

Dataset ✗ � \ ✗ � \ ✗ � \ ✗ � \

CD-E3 0.70±.10 0.84±.19 0.98±.01 0.74±.06 0.79±.04 0.89±.05 0.06±.03 0.34±.00 0.36±.32 0.12±.02 0.43±.04 0.47±.09

TH-E3 0.77±.12 1.00±.00 1.00±.00 0.38±.11 0.42±.16 0.44±.07 0.03±.04 0.23±.05 0.27±.08 0.45±.06 0.57±.08 0.69±.07

TH-E5 0.96±.02 1.00±.00 1.00±.00 0.07±.07 0.10±.08 0.29±.05 0.02±.01 0.06±.03 0.17±.10 0.17±.06 0.19±.04 0.20±.05

CS-E5 0.14±.10 0.91±.02 0.74±.08 0.67±.09 0.66±.11 0.67±.06 0.10±.10 0.21±.04 0.23±.08 0.33±.00 0.35±.01 0.38±.05

OpTC 0.08±.03 0.36±.08 0.56±.09 0.61±.08 1.00±.00 0.90±.05 0.00±.00 1.00±.00 0.82±.10 0.49±.02 0.64±.02 0.66±.00

5.1 Intrusion Detection Improvement

VELOX ORTHRUS FLASH KAIROS

0

.5

1
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g

A
P

Native ✗ Frozen � Fine-tuned \

FreeBSD Linux Android Windows
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Figure 3: Average AP per detector
(top) and per OS (bottom) with native
(✗), frozen (�), and fine-tuned (\) entity
encoders. Top: averaged over the five
datasets; bottom: averaged over the four
detectors and the OS’s datasets (Table 2).

We evaluate whether SPIDER embeddings can act as a
drop-in text encoder for recent detectors (Table 2). We con-
sider four representative systems: FLASH [Rehman et al.,
2024], KAIROS [Cheng et al., 2023], ORTHRUS [Jiang
et al., 2025], and VELOX [Bilot et al., 2025]; full details
in section I. We evaluate three settings. ✗: each system
uses its native text encoder, i.e.hierarchical feature hashing
for KAIROS and Word2Vec for the others. �: we replace
the text encoder with the pretrained SPIDER checkpoint,
kept frozen, so the detector receives out-of-the-box pri-
ors at zero adaptation cost. \: we continue SPIDER’s
pretraining on each dataset’s training split with the same
objective, a lower learning rate (3 · 10−5), and 5 epochs
(section D). The � setting measures out-of-the-box gen-
eralization, while \ reflects a more realistic deployment
in which a customer adapts SPIDER to domain-specific
activity.

Results. SPIDER embeddings improve average AP across
all detectors (Figure 3). As shown in Table 2, out of the box
(�), SPIDER matches or exceeds native featurization on
19/20 detector–dataset pairs, and fine-tuning (\) improves
over the frozen variant on 17/20 pairs. The frozen variant
helps because SPIDER replaces lexical-only encoders (Word2Vec, feature hashing) with behavior-
aware priors learned offline from millions of provenance neighborhoods, giving each detector a
stronger starting point at no inference-time cost. Fine-tuning then adapts these priors to deployment-
specific entities that are missing or underrepresented in pretraining (e.g.concrete IP addresses and
entities tied to specific software versions), recovering signal that frozen embeddings cannot capture.
Gains are largest on Windows (OpTC), where long registry-style paths and command lines with
embedded GUIDs are poorly handled by native encoders. High variance in a few entries reflects
extreme class imbalance, where AP can depend on the relative ranking of a small number of attack
nodes [Bilot et al., 2025]. Overall, these results support the claim that stable interaction patterns can
be learned as transferable priors and reused at inference without graph access.

5.2 Encoder Evaluation

We compare SPIDER against alternative encoders pretrained on the same corpus, and evaluate
all methods using frozen embeddings in a downstream detection setting (Table 3). We group
baselines into two categories. Graph-level methods leverage graph structure during both training and
inference, which requires storing and traversing the full provenance graph at deployment time. These
methods can achieve stronger performance, but their runtime cost makes them impractical in realistic
deployments [Dong et al., 2023]. Entity-level methods compute embeddings from entity text alone
at inference. They scale to enterprise settings, but lack direct access to neighborhood information.
Some entity-level methods still inject graph context during training, for example via random walks or
graph-supervised objectives. SPIDER falls into this subset: it uses graph-level supervision during
training while retaining entity-level efficiency at deployment.
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We compare against twelve baselines spanning these categories (see the full descriptions in Sec-
tion I.2). All methods are pretrained on the same corpus (section 4) and evaluated as backbone
encoders for VELOX [Bilot et al., 2025], the strongest detector in Section 5.1, with hyperparameter
tuning detailed in section D.

Table 3: Detection performance of various backbones (frozen
�). AP as mean ± standard deviation over 10 runs. VELOX is
used as downstream detector. Best per column in bold.

Method #Params CD-E3 TH-E3 TH-E5 CS-E5 OpTC Avg

Graph-level methods

GAE 5.3 M 0.78±.08 0.96±.02 1.00±.00 0.67±.15 0.09±.02 0.70
DGI 5.4 M 0.98±.00 1.00±.00 0.26±.03 0.53±.16 0.04±.02 0.56
GraphMAE 5.5 M 0.90±.03 0.94±.02 1.00±.00 0.87±.04 0.07±.03 0.76

Entity-level methods

Word2Vec 4.1M† 0.70±.10 0.77±.12 0.96±.02 0.14±.10 0.08±.03 0.53
FastText 4.1M† 0.60±.08 0.80±.00 0.12±.10 0.89±.02 0.26±.03 0.53
GPT-2 1.5B 1.5 B 0.97±.01 0.80±.00 1.00±.00 0.90±.02 0.31±.10 0.80
Llama 3.2 1B 1 B 0.43±.20 1.00±.00 0.92±.02 0.55±.13 0.05±.01 0.59
DeepWalk 4.1M† 0.29±.03 1.00±.00 1.00±.00 0.85±.06 0.20±.00 0.67
Node2Vec 4.1M† 0.31±.05 1.00±.00 1.00±.00 0.83±.09 0.25±.07 0.68
BERT 5.3 M 0.28±.04 0.89±.07 1.00±.00 0.77±.07 0.31±.05 0.65
ModernBERT 6.3 M 0.66±.13 0.92±.03 1.00±.00 0.76±.17 0.02±.00 0.67
CyberGFM 5.5 M 0.77±.02 0.14±.07 0.87±.06 0.65±.12 0.30±.09 0.55
SPIDER 5.2 M 0.84±.19 1.00±.00 1.00±.00 0.91±.02 0.36±.32 0.82

† Transductive: parameter count scales with vocabulary size.

Results. Among the baselines,
graph-level methods perform well
on some individual datasets (that
is, specific operating systems), but
their results are less consistent
across benchmarks and they re-
quire full graph access at infer-
ence. The best of these, Graph-
MAE, reaches 0.76 avg AP. In con-
trast, SPIDER achieves 0.82 avg
AP across all datasets while using
only entity text at inference, sug-
gesting that offline graph pretrain-
ing captures structure that transfers
across settings. This also shows
that SPIDER remains robust under
the domain gap between pretrain-
ing and evaluation data. Entity-
level methods trained only on text,
as in many recent detectors, are al-
ready competitive, indicating that
textual attributes carry substantial semantic signal for detection. Notably, GPT-2 1.5B reaches 0.80
avg AP, but SPIDER exceeds it with roughly 290× fewer parameters. Methods trained on graph
walks often improve performance on individual datasets by incorporating causal context, yet they
underperform on average (≤ 0.70). Overall, SPIDER achieves the best average AP, matches or
surpasses all baselines on four of the five datasets, and is the only encoder that is consistently strong
across all four operating systems. These gains do not stem from tokenization alone: with SPIDER’s
tokenizer, Word2Vec and FastText reach only 0.62 and 0.60 avg AP (Section L.5).

5.3 Ablation Study

Table 4: Ablation study. Each row disables one component.

Tok. Ldis Lcon Sign. Emb. CD-E3 TH-E3 TH-E5 CS-E5 OpTC

✓ ✓ ✓ ✓ ✓ 0.84±.19 1.00±.00 1.00±.00 0.91±.02 0.36±.32

BPE ✓ ✓ ✓ ✓ 0.85±.08 0.77±.12 0.76±.03 0.70±.11 0.02±.00

✓ MSE ✓ ✓ ✓ 0.95±.03 1.00±.00 0.91±.00 0.53±.17 0.03±.01

✓ ✓ CE ✓ ✓ 0.69±.30 0.91±.09 0.68±.05 0.74±.07 0.06±.07

✓ ✓ ✓ ✗ ✓ 0.38±.09 0.71±.03 0.71±.02 0.68±.03 0.28±.09

✓ ✓ ✓ ✓ ✗ 0.96±.01 0.66±.00 0.57±.01 0.76±.14 0.01±.01

Teacher ablation (only student)
Student predicts signature (CE) 0.80±.14 0.94±.00 0.32±.06 0.70±.04 0.08±.05

Student predicts class (CE) 0.73±.03 0.67±.01 0.37±.02 0.66±.07 0.17±.04

Student clusters class (SupCon) 0.76±.04 0.77±.04 0.65±.06 0.74±.06 0.20±.03

We ablate the core components of SPI-
DER (Table 4): (i) the domain-specific
tokenizer, replaced with a plain BPE;
(ii) the SCE distillation loss, replaced
with mean squared error (MSE); (iii)
the supervised contrastive loss, re-
placed with cross-entropy (CE) over
entity classes; (iv) behavioral signa-
tures, removed so the teacher uses
only graph-based node embeddings;
and (v) graph embeddings, removed
so the teacher uses only behavioral signatures. We also remove the teacher entirely, evaluating a
pretrained student that predicts behavioral signatures, classifies semantic classes, or clusters them via
SupCon, the latter isolating the teacher’s contribution from the choice of loss.

Results. The contrastive loss Lcon is the most critical component. Replacing it with CE reduces
mean AP by 0.20, suggesting that classification objectives collapse within-class variation that is
important for anomaly detection. The teacher’s two input channels are complementary: (1) removing
behavioral signatures produces the steepest single-dataset drop (CD-E3: 0.84 → 0.38) because it
erases functional distinctions, whereas (2) removing graph embeddings instead hurts CS-E5 and
OpTC the most. Removing the graph embedding hurts average performance because the model
loses information about who the entity interacts with, making it harder to distinguish entities with
similar interaction patterns. Replacing the domain-specific tokenizer with standard BPE degrades
performance on four of five datasets, since BPE fragments system-specific tokens into semantically
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Figure 4: Inference cost on GPU, CPU, and Memory. Results are averaged across 100 runs.

opaque subwords. SCE distillation outperforms MSE on average by preserving the teacher’s soft
output structure. An edge-type-aware R-GCN [Schlichtkrull et al., 2018] teacher matches graph
attention (0.82 avg AP), but type-agnostic GraphSAGE [Hamilton et al., 2017] and GIN [Xu et al.,
2019] drop to 0.74 and 0.72 (Section L.3).

Value of graph distillation. The teacher-free SupCon row is a controlled baseline for graph
distillation, sharing SPIDER’s tokenizer, semantic classes, and contrastive loss but no graph teacher:
it reaches 0.62 avg AP versus 0.82 (−0.20), and a student predicting behavioral signatures directly
only 0.57. Graph-contextualized targets thus cannot be recovered from text and semantic supervision
alone, and graph distillation contributes substantially beyond the domain-specific components.

5.4 Inference Cost

We measure the inference runtime and memory usage required to compute SPIDER embeddings
across varying batch sizes (Figure 4). We compare against baseline encoders for batch sizes ranging
from 1 to 10,000 samples. Graph-based methods are omitted as their cost depends on the full graph
size. Word2Vec and FastText are CPU-only baselines and are therefore excluded from the GPU panel.
We detail the training cost in section H.

Runtime. On GPU, latency is dominated by kernel dispatch overhead for b ≤ 100, with all non-LLM
methods clustering at 2–3ms/batch and billion-parameter LLMs roughly an order of magnitude
slower. Beyond b = 100, runtime scales near-linearly. Overall, SPIDER requires only 35ms to
process a batch of b=10k entities on GPU. On CPU, SPIDER processes a single entity in ∼2 ms
(10 ms for 100 entities), scaling to 750 ms for 10k entities. Overall, SPIDER ranks among the fastest
methods on both CPU and GPU.

Memory. SPIDER maintains a compact memory footprint in the range ∼28–160 MB across batch
sizes, within the ≤160 MB budget recommended for industrial endpoint deployment [Dong et al.,
2023] and two orders of magnitude below billion-parameter LLMs (∼2.9–8.6 GB even in fp16).
Word2Vec and FastText appear as flat lines because their footprint scales with the corpus vocabulary
rather than the batch: on CD-E3 (|V | ≈ 1M, d=256) they already occupy ∼1.1 and ∼3.0 GB. In
contrast, all other methods reported above have a fixed parameter budget independent of graph or
vocabulary size.

SPIDER can run on low-resource CPU-only machines with a small memory footprint, enabling
millisecond-level inference and efficient scaling across multiple hosts.

5.5 Generalization and Robustness

We stress-test transfer using VELOX with frozen embeddings (section L).

Unseen operating systems. Pretraining SPIDER without the target OS (e.g.no Windows data for
OpTC) lowers avg AP only from 0.82 to 0.81 (Table 13): most priors transfer via the OS-agnostic
event vocabulary, and the gap reflects platform-specific entities (e.g.registry paths, Android intents).

Rare and unseen entities. Stratifying test entities by frequency in the pretraining corpus, avg AP
degrades gracefully from 0.89 (common) to 0.83 (rare) and 0.80 (unseen) (Table 14), as unseen labels
fall back on type and context tokens (Section 3.1).
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Spurious correlations. Four design choices limit the risk that the student inherits environment-
specific correlations from the teacher: (i) per-epoch neighborhood re-sampling (Section 3.2); (ii) hub
and noise edge filtering (section F); (iii) behavioral signatures that abstract neighbors into semantic
classes, L2-balanced against the GNN branch (Equation 2); and (iv) anonymized IPs, hashes, and
usernames. The transfer results above suggest such artifacts are largely not inherited.

Statistical significance. Paired Wilcoxon signed-rank tests [Wilcoxon, 1945] over 10 seeds show
significant gains over Word2Vec (p ≤ 0.004, large effect sizes) on all five datasets (Table 18).

6 Related Work

Provenance-based intrusion detection. Provenance-based detectors learn benign system behavior
and flag deviations at the node [Wang et al., 2021, Li et al., 2024, Rehman et al., 2024, Jiang et al.,
2025], subgraph [Cheng et al., 2023], or joint [Jia et al., 2024] level, using GNNs or temporal graph
networks. Bilot et al. [2025] showed that an MLP over Word2Vec entity embeddings can match them,
suggesting that entity representations matter as much as detection architectures. Yet all learn entity
features from scratch per dataset; SPIDER instead provides one pretrained encoder for all of them
(Section 5.1).

Graph self-supervised learning and foundation models. Graph self-supervised methods learn
transferable representations via mutual-information maximization [Veličković et al., 2018], masked
autoencoding [Hou et al., 2022], edge reconstruction [Kipf and Welling, 2016], or contrastive
learning [Qiu et al., 2020], and graph foundation models target cross-graph generalization [Liu et al.,
2023, Mao et al., 2024]; CyberGFM [King et al., 2026] applies next-token prediction over host-level
graph walks to lateral movement detection. These methods require graph access at inference or see
structure only through walks; we compare against each family in Section 5.2.

Knowledge distillation on graphs. Knowledge distillation [Hinton et al., 2015] transfers a teacher’s
knowledge into a cheaper student, including across input modalities [Gupta et al., 2016]. On
graphs [Tian et al., 2023a], GLNN [Zhang et al., 2022] and NOSMOG [Tian et al., 2023b] distill a
pretrained GNN into a graph-free MLP over node features, and GRAD [Mavromatis et al., 2023]
co-trains a GNN teacher with a graph-free language-model student on a text-attributed graph. These
methods target supervised node classification on the graph they are trained on. SPIDER differs in
its setting rather than its building blocks: (i) no pretrained provenance teacher exists, so ours is
co-trained as an EMA of the student with edge-conditioned graph attention; (ii) targets are behavioral
priors structured by semantic classes and signatures, not task labels; and (iii) the student must be
inductive over open-vocabulary text to transfer across graphs, OSes, and organizations. An adapted
GLNN baseline trails SPIDER by 0.14 avg AP, most on Android and Windows (Section L.4).

7 Conclusion

We presented SPIDER, a text-only encoder for operating system entities trained via offline provenance
graph distillation. By distilling behavioral context from a graph-aware teacher into a lightweight
transformer student, SPIDER produces behavior-aware entity embeddings from labels alone in a single
forward pass, with no graph access at inference. Across five benchmarks spanning Linux, FreeBSD,
Windows, and Android, one pretrained checkpoint consistently improves four recent provenance-
based detectors as a drop-in text backbone and outperforms alternative pretrained encoders. Its small
footprint enables fast, memory-efficient inference for real-time detection at scale.

Limitations & Future Work. We evaluate SPIDER as an entity encoder for intrusion detection,
leaving open whether its behavioral priors transfer to other tasks such as forensic attack reconstruc-
tion [Fang et al., 2022, Xu et al., 2022], alert triage [Hassan et al., 2019], or malware classifica-
tion [Han et al., 2021, Liu et al., 2026]. Our adversarial analysis (section B) shows that renaming
attacks fail against the intrusion detection pipeline (i.e.the detector flags interactions diverging from
the impersonated identity’s profile) but this robustness may not extend to applications consum-
ing SPIDER embeddings directly (e.g.embedding-based triage). Fine-tuning mitigates this, but a
complete defense against label-level mimicry across applications remains open, as does, for all
provenance-based detectors, perfect behavioral mimicry [Goyal et al., 2023].
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A Qualitative Embedding Analysis

System
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Figure 5: Two-dimensional UMAP projection of the cross-OS embedding space (n≈500k entities
across Linux, Windows, Android, and FreeBSD). Points are colored by semantic class and grouped
into eight super-categories (System, Port, Storage, User, Dev, Security, Config, Logs) sharing similar
hues. The most prevalent classes are labeled with centroids (+) marking cluster centers.

A.1 Embedding space

Figure 5 shows a projection of the learned embedding space for files, processes and sockets sampled
from the test datasets. Clusters that share similar roles in the provenance graph occupy neighboring
regions: SSH and Shell sit adjacent to the Port cluster, reflecting shared involvement in network-
facing activity, while Config and Certs border both System and Security, consistent with their dual
role in configuration and access control. Notably, the value of the embedding does not lie in perfectly
separating entities by their semantic class, a straightforward supervised classifier could achieve that.
Rather, its strength is that entities naturally position themselves between multiple clusters when they
participate in overlapping functional contexts. A browser cache entry, for example, may sit between
User and Storage because it is both a user-generated artifact and a data store; a VCS object may
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Figure 6: Impact of renaming attacks on SPIDER. AP across detector training epochs under
renaming attacks on CADETS-E3 with VELOX as the downstream detector.

bridge Dev and Storage. These inter-cluster gradients capture the polymorphic nature of OS artifacts
in provenance graphs, encoding not a single label but the blend of behavioral roles each entity plays
across system activity.

B Adversarial Robustness

A natural concern with any pretrained encoder is whether an adversary aware of the embedding
space can craft attacks that evade detection. We evaluate SPIDER against two threat models that
target distinct components of the detection pipeline: renaming attacks (Section B.1), which target the
entity encoder by relabeling malicious binaries to inherit benign embeddings, and mimicry attacks
(Section B.2), which target the downstream detector by inserting spurious edges to make the attack
region resemble benign neighborhoods.

B.1 Renaming Attack

Because SPIDER maps text to embeddings, an adversary could rename a malicious binary to a
benign-looking path (e.g., payload.exe → firefox.exe) to obtain a benign embedding from
SPIDER. This vulnerability is shared by all text-based featurizers used in current PIDS (Word2Vec,
FastText, HFH, Doc2Vec): any encoder that maps text to a representation can be fooled by adversarial
relabeling. Two factors mitigate the impact in practice. First, detection is performed by a downstream
model that observes the entity’s interactions in the provenance graph: a renamed payload that connects
to suspicious sockets or writes to unusual paths will still produce anomalous edge scores even if its
node embedding is benign. Moreover, the downstream detector is trained from scratch on the target
environment and learns each entity’s expected activity: if it has seen genuine firefox.exe behavior
in training, an attacker renaming a payload to firefox.exe at inference produces an even larger
distribution gap and is more likely to be flagged. Second, continued pretraining on deployment data
progressively re-aligns embeddings with observed behavior, so a persistent renamed binary exhibiting
non-Firefox interactions will drift away from the Firefox cluster over time. We empirically validate
both factors below.

Setup. We replace, in the test split of CADETS-E3, the embedding of every attack entity successfully
detected by SPIDER (e.g., main, pEja72mA, XIM, tmux-1002, font, sendmail) with the embedding
of a benign target. Bare names and path-style variants are both matched, with prefix preservation (e.g.,
/tmp/main→ /tmp/<benign>). Train and validation embeddings are left untouched, matching
a threat model in which the adversary cannot influence defender training data. We evaluate three
scenarios.

(i) Seen, frozen. Each malicious entity is assigned a distinct benign target drawn from the top-100
most frequent processes in the training set (e.g., firefox, sshd). This is a worst case scenario
in which the attacker mimics processes SPIDER has sharp embeddings for, with SPIDER frozen at
deployment.
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Figure 7: Impact of mimicry attacks on SPIDER. Benign edges are injected into the attack region
to force misclassification.

(ii) Seen, fine-tuned. Same attack as (i), but SPIDER is fine-tuned on the train set before training the
downstream detector, sharpening benign embeddings around their actual deployment behavior.

(iii) Unseen, frozen. The attacker mimics a benign-looking name absent from the pretraining corpus,
with SPIDER frozen.

Results. Figure 6 reports the AP of VELOX across training epochs for the three scenarios, alongside
the frozen and fine-tuned no-attack baselines from Table 2. All three attacked variants converge to
AP = 1.0, and Seen, continued pretraining recovers the no-attack convergence speed almost exactly.
Despite renamed processes inheriting a known-benign embedding, the detector flags them because
their provenance-graph interactions diverge from the impersonated identity’s behavioral profile. This
supports the claim that text-only mimicry is insufficient against a structure-aware detector built on
SPIDER embeddings, and that continued pretraining is a complementary defense that hardens benign
embeddings against impersonation rather than relaxing them.

B.2 Mimicry Attack

A second kind of attack likely in a deployed setting is mimicry attacks, in which the attacker inserts
spurious graph elements into the attack region to make its distribution resemble benign activity.
Following the protocol used by our four detector baselines [Cheng et al., 2023, Rehman et al., 2024,
Jiang et al., 2025, Bilot et al., 2025], we evaluate SPIDER under the mimicry attack proposed by
Goyal et al. [2023], varying the number of inserted edges from 0 to 5,000 across all five datasets
with VELOX as the downstream detector and frozen SPIDER embeddings. Figure 7 shows that AP
remains stable across the full perturbation range on every dataset, indicating that the attack fails to
suppress the anomaly score of genuine attack nodes. This is consistent with our design: because
SPIDER embeds entities from text alone, the encoder output is unaffected by inserted edges, and the
behavioral priors learned during pretraining give the detector a stable starting point that is harder to
dilute through neighborhood-level mimicry than featurizers trained jointly with the detector.

C Hyperparameter Sensitivity

To validate the robustness of SPIDER to hyperparameter choices, we perform a sensitivity analysis
around the best configuration reported in Table 6. For each of three key hyperparameters (learning
rate, neighborhood size, and pretraining epochs), we vary the value while holding all others fixed and
measure downstream AP averaged across the five evaluation datasets with VELOX as the detector.
Results are reported in Figure 8. Performance is stable across all three hyperparameters, with only
minor variation around the best configuration. The largest drop occurs with the smallest neighborhood
size [3, 10], which limits the contextual information available to the teacher; values in the typical
[5, 20] to [10, 40] range yield better performance.
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Figure 8: Sensitivity of SPIDER to key hyperparameters. Avg AP across the five evaluation datasets
when varying learning rate, neighborhood size [nmin, nmax], and pretraining epochs. The dashed red
line at 0.85 marks the AP of the best configuration.

D Hyperparameter Selection

D.1 Encoder Pretraining

Table 5: Model and training hyperparameters.
Parameter Value

Training
Optimizer AdamW (β1=0.9, β2=0.95, ϵ=10−8)
Weight decay 0.1
LR schedule Cosine decay (10% linear warmup)
Gradient clip (max norm) 5.0
P×K batch P=512 classes, K=4 entities/class

Encoder hyperparameter tuning. For SPIDER and all encoder baselines (Table 3), we tune
hyperparameters once on our pretraining corpus and use the same configuration across all evaluation
datasets. This protocol matches our transferability claim: a single checkpoint should work across
operating systems without per-dataset adaptation. We select the configuration that maximizes k-
NN accuracy (k = 5) over the entity semantic classes, which measures how well the embedding
space separates entities by functional role. This is a self-consistency criterion that verifies SupCon
training converges, not a proxy for downstream detection performance, which is never observed
during selection. We allow a maximum runtime of 24 hours per run. For all encoder baselines,
we tune embedding dimension over [128, 256, 384], learning rate over [10−4, 3 · 10−4], and batch
size over [1024, 2048]. The selected best learning rate is 3 · 10−4 and the best batch size is 2048
across all encoders. For GPT-2 / Llama, batch size is constrained to [256, 512] due to memory, and
we tune the fine-tuning learning rate over [10−5, 3 · 10−5], selecting 10−5 and a batch size of 512;
BERT / ModernBERT also use a best batch size of 512. Method-specific ranges and best embedding
dimensions are reported in Table 6.

When fine-tuning SPIDER on each dataset (\ setting), we use a reduced learning rate of 3 · 10−5 and
5 epochs over the training set, while keeping all hyperparameters fixed at the values selected above.

Training Hyperparameters. Table 5 reports the full training configuration used across experiments.

D.2 Downstream Detectors

For each detector (VELOX, ORTHRUS, FLASH, KAIROS), we start from the per-dataset tuned
hyperparameters reported by Bilot et al. [2025] and perform an additional grid search over the shared
ranges in Table 7.

E Tokenization Examples

We provide examples of tokenized entities in Table 8.
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Table 6: Method-specific hyperparameter ranges and selected values for encoder pretraining.
Method Hyperparameter Range Best

SPIDER
Embedding dimension [128, 256, 384] 256
BPE vocabulary size [8000, 10000] 8000
Neighborhood size [nmin, nmax] {[5, 20], [10, 40]} [5, 20]

Word2Vec
Embedding dimension [128, 256, 384] 128
Window size [3, 5] 5
Negative samples [3, 5] 5

FastText
Embedding dimension [128, 256, 384] 256
Window size [3, 5] 3
Negative samples [3, 5] 3

DeepWalk
Embedding dimension [128, 256, 384] 256
Walk length [5, 10] 10
Window size [5, 10] 5

Node2Vec
Embedding dimension [128, 256, 384] 256
Walk length [5, 10] 10
p / q [0.5, 1] 1 / 1

BERT / ModernBERT Model size [tiny, mini, med] mini
Walk length [5, 10] 10

CyberGFM Embedding dimension [128, 256, 384] 256
Walk length [5, 10] 10

GAE Embedding dimension [128, 256, 384] 256
Neighborhood size [nmin, nmax] {[5, 20], [10, 40]} [5, 20]

DGI Embedding dimension [128, 256, 384] 256
Neighborhood size [nmin, nmax] {[5, 20], [10, 40]} [5, 20]

GraphMAE

Embedding dimension [128, 256, 384] 256
Mask rate [0.5, 0.75] 0.5
Replace rate [0.0, 0.1] 0.1
Neighborhood size [nmin, nmax] {[5, 20], [10, 40]} [5, 20]

Table 7: Additional grid search ranges for downstream detectors.
Scope Hyperparameter Range

All Detectors
Hidden dimension [64, 128, 256]
Learning rate [10−4, 10−3]
Batch size (snapshot duration) [5min, 10min, 15min]

F Pretraining Details

Pretraining corpus. We built the pretraining corpus from provenance data spanning four operating
systems (Linux, FreeBSD, Windows, and Android) by executing thousands of commands across
activity categories typical of servers and PCs (e.g., web browsing, daemons, web servers, package
management) instrumenting the systems to collect concise and clean provenance logs. Aggregate
corpus statistics are reported in Table 9.

Redundancy reduction. Raw provenance data is highly redundant; we apply three levels of reduction:
(i) we filter edges involving shared libraries, pseudo-filesystems (/proc, /sys, /dev), common
configuration files, and other hub entities that carry no discriminative signal; (ii) when sampling
each entity’s 1-hop neighborhood, we deduplicate neighbors by (edge type, node type, label) and
select via round-robin across edge types to maximize action diversity; and (iii) entities whose labels
produce identical token sequences after tokenization are merged, unioning their behavioral signatures
so that events differing only by hashes or random identifiers collapse into a single training identity.
Overall, the pretraining set comprises 11.5M input entities after perfect deduplication, and 1.3M
high-quality, diverse examples after post-tokenization deduplication. From the system activity, 532
unique behavioral signature triplets were extracted and used for training.
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Table 8: Examples of domain-aware tokenization. Phase 1 applies domain-specific normalization
(well-known directories, port categories, hash collapsing, flag preservation), and Phase 2 decomposes
remaining rare words via BPE subword merges.

Raw label Tokenized output

Process
/usr/sbin/sshd -D [PROC] [/USR] [/SBIN] /sshd [-D]

/usr/bin/python3 /opt/app/server.py --port 8080 [PROC] [/USR] [/BIN] /python3 [/OPT]
/app /server [EXT_py] [FLAG] port
[NUM]

File
/usr/lib/x86_64-linux-gnu/libssl.so.1.1 [FILE] [/USR] [/LIB] /x86 [SEP_U]

64 [SEP_D] linux [SEP_D] gnu /libssl
[EXT_so] 1 1

/var/spool/postfix/incoming/D1F3A2B4C01 [FILE] [/VAR] /spool /postfix
/incoming [HASH]

Socket
203.0.113.45:49152 → 10.0.0.5:22 [SOCK] 203 0 113 45 [PORT_EPH] 10 0 0 5

[PORT_SSH]

192.168.5.100:48721 → 192.168.5.10:53 [SOCK] 192 168 5 100 [PORT_REG] 192 168
5 10 [PORT_DNS]

[SEP_D] = [SEP_DASH], [SEP_U] = [SEP_UNDERSCORE]. Domain tokens (bracketed) are fixed vocabulary; unbracketed
words go through BPE subword decomposition. Hex strings ≥7 characters are collapsed to [HASH]; integers >255 to [NUM];

well-known ports to named tokens (e.g. [PORT_SSH], [PORT_DNS]).

Table 9: Pretraining corpus statistics.
Nodes Unique Nodes Edges Tokens Avg Tok/Entity % File % Proc % Sock
42.3M 11.5M 287.3M 353.3M 8.36 25.0 36.4 38.6

G Pretraining Evaluation

We monitor four embedding-quality metrics during pretraining (Figure 9), each computed on a
held-out portion of the pretraining corpus using the entity semantic classes as ground-truth labels.
k-NN accuracy (k = 5) measures how often an entity’s k nearest neighbors in the embedding space
share its class, capturing local cluster purity. ARI (Adjusted Rand Index) and NMI (Normalized
Mutual Information) compare a k-means clustering of the embeddings against the ground-truth class
assignments, measuring respectively pairwise agreement (corrected for chance) and mutual infor-
mation (normalized to [0, 1]); both capture global clustering quality rather than local neighborhood
structure. mAP (mean Average Precision) treats each class as a retrieval query and ranks all other
entities by embedding similarity, rewarding embeddings that place same-class entities consistently
above other-class ones across all ranks. All four metrics improve monotonically through training and
plateau by the end of the schedule. The fact that all four agree on the trajectory (local (k-NN), global
(ARI, NMI), and rank-based (mAP)) indicates that the embedding space improves uniformly across
scales rather than overfitting to any single notion of cluster quality.

H Computational Cost

Training Time. Figure 10 reports the training times of the different encoders. SPIDER trains in 1h52,
on par with the lightest word-embedding baselines (Word2Vec, FastText) and substantially faster
than heavier graph-level methods and large language models. SPIDER parallelizes all its operations
efficiently on GPU: the transformer, the graph attention operation and the MLP.
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I Baseline Details

I.1 Detector Baselines

We provide additional details on the four detectors benchmarked in Section 5.1. All four systems
share a similar architecture. SPIDER replaces only the text encoding stage, leaving the rest of each
system’s pipeline untouched. Table 10 summarizes the components.

Table 10: Pipeline components of the four detector baselines.
System Text Encoding Encoder Decoder Objective

FLASH Word2Vec + pos. enc. GraphSAGE XGBoost Node-type prediction
KAIROS HFH TGN + attention 4-layer MLP Edge-type prediction
ORTHRUS Word2Vec TGN (no memory) + attention 3-layer MLP Edge-type prediction
VELOX Word2Vec Linear 2-layer MLP Edge-type prediction

FLASH [Rehman et al., 2024]. FLASH performs intrusion detection by computing node anomaly
scores from text embeddings. It uses Word2Vec with positional encoding to featurize node attributes,
encodes them via a GraphSAGE-based GNN, and decodes via XGBoost trained to predict node types.
OOV tokens at inference are replaced with zero-vectors.

KAIROS [Cheng et al., 2023]. KAIROS captures temporal dynamics in dynamic provenance graphs
and detects attacks at the time window level. Entity attributes are featurized via Hierarchical Feature
Hashing (HFH), an inductive scheme that handles unseen tokens at inference. The encoder is a
Temporal Graph Network (TGN) with graph attention, decoded by a 4-layer MLP trained to predict
edge types; anomalies are flagged using a fixed threshold.

ORTHRUS [Jiang et al., 2025]. ORTHRUS targets node-level detection with high attribution quality.
It featurizes entity types, paths, command lines, IPs and ports using Word2Vec, encodes with a
memory-free TGN variant combined with graph attention, and decodes via a 3-layer MLP trained on
edge type prediction. Detection combines a validation-based threshold with K-Means clustering on
anomaly scores.

VELOX [Bilot et al., 2025]. VELOX shows that, after addressing common shortcomings in detector
evaluation (data snooping, hyperparameter tuning, instability), a simple MLP over Word2Vec embed-
dings matches or exceeds the detection performance of more elaborate GNN-based detectors on eight
of nine DARPA datasets, while being orders of magnitude lighter and enabling real-time inference.
Because VELOX isolates the encoder to a single linear layer, the quality of its entity featurization
propagates almost directly to detection performance, making it a particularly clean stress test for
embedding methods. We use VELOX as our default downstream detector in Table 3 for this reason.

I.2 Encoder Baselines

We provide additional details on the encoder baselines compared in Section 5.2. All methods are
pretrained on the same corpus (section 4) and evaluated as backbone encoders for VELOX [Bilot
et al., 2025]. We compare their input granularity in training/inference in Table 11.

I.2.1 Graph-level Methods

These methods exploit the provenance graph at both training and inference, requiring the full graph
to be stored and traversed at deployment time. For fair comparison, we use as text encoder the same
transformer as the one in SPIDER. The resulting node embeddings are used in the downstream GNN.

GAE [Kipf and Welling, 2016] (Graph Autoencoder) learns node embeddings by reconstructing the
adjacency matrix by predicting edges through negative sampling. We use graph attention layers [Shi
et al., 2021] as downstream encoder to learn inductive features.

DGI [Veličković et al., 2018] (Deep Graph Infomax) maximizes mutual information between local
node patches and a global graph summary by contrasting against corrupted versions of the graph. We
use the same graph attention layers [Shi et al., 2021] as encoder.
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Table 11: Input granularity of encoder baselines.
Method Training Inference
GAE, DGI, GraphMAE graph graph
Word2Vec, FastText, GPT-2, Llama 3.2 entity entity
DeepWalk, Node2Vec, BERT, ModernBERT, CyberGFM walk entity
SPIDER graph entity

GraphMAE [Hou et al., 2022] is a masked graph autoencoder that randomly masks node features
and reconstructs them via a GAT-based encoder-decoder. We use the original scaled cosine error loss
with a re-mask decoding strategy.

I.2.2 Entity-level Text Methods

These methods compute embeddings from entity text alone, both at training and inference, and
ignore graph structure entirely. They scale trivially to enterprise deployments but cannot capture
neighborhood semantics.

Word2Vec [Mikolov et al., 2013] learns embeddings via skip-gram with negative sampling, treating
each entity label as a sequence of tokens. It is the default featurizer for several recent detectors
(VELOX, ORTHRUS, FLASH).

FastText [Joulin et al., 2016, 2017] extends Word2Vec by representing each token as a bag of character
n-grams, providing partial robustness to out-of-vocabulary tokens through subword composition.

GPT-2 1.5B [Radford et al., 2019] is a 1.5B-parameter autoregressive transformer pretrained on web
text. We fine-tune it on our pretraining corpus, then extract entity embeddings as the mean-pooled
hidden state of the final layer.

Llama 3.2 1B [Grattafiori et al., 2024] is a 1B-parameter decoder-only transformer pretrained on a
recent multilingual corpus. We follow the same fine-tuning and mean-pooling protocol as for GPT-2.

I.2.3 Entity-level Methods with Walks

These methods incorporate graph structure during training via random walks while producing
embeddings that depend only on entity text at inference, matching SPIDER’s deployment profile.
The standard recipe treats each walk as a sentence in which every node is a token, and trains a text
encoder on the resulting corpus. We adapt this recipe to provenance graphs by representing each walk
as the concatenation of the tokenized labels of its nodes; the text encoder then learns co-occurrence
patterns that reflect the causal structure of the graph. We finally use mean-pooling over the final layer
to obtain entity embeddings. Walks impose a deterministic linear order on a causal path, in contrast
to an unordered graph neighborhood: the latter can be fed to a GNN, which is permutation-invariant
by construction, but not to a text encoder, which expects a sequence.

DeepWalk [Perozzi et al., 2014] samples uniform temporal random walks over the provenance graph
and trains skip-gram on the resulting node sequences, producing node embeddings.

Node2Vec [Grover and Leskovec, 2016] extends DeepWalk with biased random walks controlled
by return (p) and in-out (q) parameters, allowing the embedding to interpolate between BFS-like
(structural roles) and DFS-like (community membership) neighborhoods.

BERT [Devlin et al., 2019] and ModernBERT [Warner et al., 2025] are bidirectional transformer en-
coders trained from scratch on the walks via masked language modeling. ModernBERT incorporates
recent architectural improvements (rotary position embeddings, GeGLU activations, longer context).

CyberGFM [King et al., 2026] is a recent graph foundation model designed for lateral movement
detection in enterprise networks, framing detection as next-token prediction over host-level graphs.
We adapt it to the provenance setting by training on temporal walks over our pretraining corpus.
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J Semantic Classes

We enumerate the semantic classes that structure the teacher’s contrastive objective (section 3). We
derive classes from the mapping (type(v), ℓ(v)): process names, file-path prefixes, file extensions,
and well-known port numbers are each mapped to a functional category. This information is readily
available from package managers and well-defined standards (e.g.port assignments). We curate the
mapping once at the prefix level (a few hundred entries) and apply it automatically to all entities in
the pretraining corpus. As a result, no per-entity labeling is required, and the same mapping transfers
across all four operating systems we evaluate.

We organize the classes into six groups.

Network services. webserver, database, mail, ssh, proxy, vpn, fileshare, msgqueue.

System and infrastructure processes. init, cron, sysadmin, monitoring, pkgmgr, svchost,
win_system, android_sys.

User-facing and developer tools. shell, browser, editor, office, runtime, compiler, build,
cirunner, vcs, transfer, netscan, crypto, db_client, scripting, script.

Files by role. config, config_web, config_mail, config_vpn, config_security,
config_monitoring, config_container, config_fs, log, log_web, log_db, log_audit,
data, data_pkg, data_mail, data_container, data_monitoring, data_ntp, executable,
binary, library, source, object, bytecode, package, archive, database_file,
certificate, key_file, pubkey.

User and system artifacts. homedir, shellrc, user_cache, user_downloads, user_desktop,
user_media, document, media, browser_data, tmp, spool, cache, procfs, sysfs, pipe,
mount, app_data, progdir, progdata, prefetch, recycle, crashdump, unknown.

Sockets. port_http, port_https, port_ssh, port_dns, port_mail, port_ftp, port_dhcp,
port_ldap, port_smb, port_netbios, port_winrm, port_mysql, port_postgres,
port_mongodb, port_redis, port_elasticsearch, port_database, port_low, port_reg,
port_eph, socket_file, unix_socket.

We emphasize that this taxonomy serves a structural role in pretraining only: SPIDER’s student
encoder produces embeddings from entity text alone, with no class lookup at inference time. Em-
pirically, removing class supervision substantially degrades downstream detection (Section 5.3),
confirming that this structure carries useful signal even where boundaries between adjacent classes
are imperfect.

Inference & Fine-tuning. At inference, only the student is used: given an entity, we tokenize its text
as “{type} {attribute}” (e.g., [PROC] /usr/bin/nginx -c) and run a single forward pass.
No semantic class, behavioral signature, or graph access is required, so the deployment pipeline is
independent of the curated mapping and the pretraining vocabulary B. For fine-tuning (continued
pretraining on a target dataset), we reuse the same training objective and the behavioral signature
vocabulary B fixed during initial pretraining.

K Valid Event Type Triplets

Table 12 enumerates the valid (src_type, event_type, dst_type) triplets determined by the
DARPA Transparent Computing data model.

L Additional Experiments

This appendix reports additional experiments supporting Section 5.3, section 6, and Section 5.5.
Unless stated otherwise, all experiments follow the protocol of Table 3: VELOX as the downstream
detector with frozen (�) embeddings.
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Table 12: Valid edge triplets used by SPIDER. Each row gives an allowed (source node type, event
type, destination node type) relation.

Source Type Event Type Destination Type

PROC EVENT_CLONE PROC
PROC EVENT_EXECUTE FILE
PROC EVENT_CONNECT SOCK
PROC EVENT_OPEN FILE
PROC EVENT_WRITE FILE
PROC EVENT_READ FILE
PROC EVENT_SENDTO SOCK
PROC EVENT_SENDMSG SOCK
SOCK EVENT_RECVFROM PROC
SOCK EVENT_RECVMSG PROC

L.1 Leave-One-OS-Out Pretraining

To test transfer to operating systems never seen during pretraining, we pretrain SPIDER with all data
from the target OS removed from the corpus and evaluate on that OS’s datasets (e.g.no Windows
data when evaluating on OpTC). Table 13 shows a modest degradation: most behavioral priors
transfer across OSes thanks to the OS-agnostic event vocabulary, and the remaining gap reflects
platform-specific entities (e.g.Windows registry paths, Android intents) that benefit from in-corpus
exposure.

Table 13: Leave-one-OS-out pretraining. AP when the target OS is excluded from the pretraining
corpus.

Pretraining corpus CD-E3 TH-E3 TH-E5 CS-E5 OpTC Avg

Full corpus 0.84 1.00 1.00 0.91 0.36 0.82
Target OS excluded 0.95 0.97 0.98 0.85 0.30 0.81

L.2 Frequency-Stratified Evaluation

To assess whether SPIDER works only for common, stable entities, we partition test entities by the
number of occurrences of their label in the pretraining corpus, as common (> 100), rare (1–100),
or unseen (0), and compute AP within each stratum. Table 14 shows that performance degrades
gently with decreasing frequency rather than collapsing on unseen entities, confirming that SPIDER
embeddings generalize inductively to rare and unseen labels. The “unseen, frozen” scenario of
Section B.1 complements this analysis in the adversarial setting.

Table 14: Frequency-stratified evaluation. AP per stratum of entity frequency in the pretraining
corpus.

Frequency CD-E3 TH-E3 TH-E5 CS-E5 OpTC Avg

Common (> 100) 0.99 1.00 1.00 0.93 0.42 0.89
Rare (1–100) 0.96 1.00 1.00 0.88 0.31 0.83
Unseen (0) 0.92 0.98 0.97 0.80 0.32 0.80

L.3 Teacher GNN Architecture

We use graph attention [Shi et al., 2021] in the teacher for two reasons. First, it natively conditions
attention on learnable edge-type embeddings, and event types carry the core semantics of provenance:
a WRITE from a process to a file means something entirely different from a READ between the
same pair. Uniform aggregators such as GraphSAGE ignore edge types unless extended with
relational machinery. Second, attention learns to down-weight residual high-degree hub neighbors
that survive filtering. To validate this choice empirically, we replace the graph attention layer with
R-GCN [Schlichtkrull et al., 2018], GraphSAGE [Hamilton et al., 2017], and GIN [Xu et al., 2019],
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keeping everything else fixed. As shown in Table 15, graph attention and R-GCN, which both
condition on edge types, outperform the type-agnostic alternatives.

Table 15: Teacher GNN architecture. AP when replacing the teacher’s graph attention layer.
Teacher GNN CD-E3 TH-E3 TH-E5 CS-E5 OpTC Avg

Graph attention (ours) 0.84 1.00 1.00 0.91 0.36 0.82
R-GCN 0.94 1.00 1.00 0.87 0.30 0.82
GraphSAGE 0.88 0.96 0.98 0.78 0.12 0.74
GIN 0.85 0.94 0.96 0.75 0.10 0.72

L.4 GNN-to-MLP Distillation Baseline

We compare SPIDER against the closest existing distillation recipe, Graph-Less Neural Networks
(GLNN) [Zhang et al., 2022], which distills a pretrained GNN teacher into a graph-free MLP student
by matching the teacher’s outputs on the nodes of the training graph. We adapt GLNN to our
pretraining corpus and evaluate it under the same protocol as SPIDER (Table 16). GLNN trails
SPIDER by 0.17 avg AP, with the largest gaps on CS-E5 (Android) and OpTC (Windows), where
deployment-specific entities dominate and its node-bound distillation targets do not cover them.

Table 16: Comparison with a GNN-to-MLP distillation baseline.
Method CD-E3 TH-E3 TH-E5 CS-E5 OpTC Avg

GLNN (adapted) 0.82 0.93 0.88 0.55 0.22 0.68
SPIDER 0.84 1.00 1.00 0.91 0.36 0.82

L.5 Entity-Level Baselines with Domain Tokenization

Graph-level baselines in Table 3 already use the same text encoder and tokenizer as SPIDER (Sec-
tion I.2), so they differ from SPIDER only in their training objective. To equalize domain knowledge
for entity-level baselines as well, we retrain Word2Vec and FastText on the pretraining corpus tok-
enized with SPIDER’s tokenizer (Section 3.1). Table 17 shows that the domain tokenizer contributes
meaningful signal, but both methods still trail SPIDER by a wide margin, isolating the value of graph
distillation and contrastive supervision beyond tokenization.

Table 17: Entity-level baselines with SPIDER’s tokenizer.
Method Tokenizer CD-E3 TH-E3 TH-E5 CS-E5 OpTC Avg

Word2Vec native 0.70 0.77 0.96 0.14 0.08 0.53
Word2Vec SPIDER’s 0.78 0.82 1.00 0.42 0.10 0.62
FastText native 0.60 0.80 0.12 0.89 0.26 0.53
FastText SPIDER’s 0.68 0.84 0.40 0.90 0.20 0.60
SPIDER SPIDER’s 0.84 1.00 1.00 0.91 0.36 0.82

L.6 Statistical Significance

Some datasets contain few attack nodes, so AP can be sensitive to the ranking of a handful of
entities. We therefore run paired Wilcoxon signed-rank tests [Wilcoxon, 1945] over the 10 seeds
comparing SPIDER against Word2Vec (native), both frozen with VELOX as the detector, and report
the rank-biserial correlation as effect size (Table 18). Differences are significant with large effect
sizes on CD-E3, TH-E3, CS-E5, and OpTC.
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Table 18: Paired Wilcoxon signed-rank tests (10 seeds): SPIDER vs. Word2Vec (native), both
frozen, with VELOX.

CD-E3 TH-E3 TH-E5 CS-E5 OpTC

Wilcoxon p 0.002 0.002 0.002 0.002 0.004
Effect size (rank-biserial r) 1.00 1.00 1.00 1.00 0.90
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