Inside Out: A Paradigm Shift In Live VM Introspection

Dufy Teguial’z, Louis Duvall, Teo Pisenti’, Kahina LazriZ,
Daniel Hagimont3, Thomas Pasquier4, Renaud Lachaize!, Alain Tchana!

YUniv. Grenoble Alpes, CNRS, Inria, Grenoble INP, LIG, 38000 Grenoble, France
2Oramge Research, France
3[RIT, Université de Toulouse, CNRS, Toulouse INP. UT3 Toulouse, France
4University of British Columbia, Vancouver, British Columbia, Canada

Abstract

We present GOODKIT, a new framework for live virtual ma-
chine introspection (LVMI) designed for performance, scal-
ability, and safe integration in modern cloud environments.
Unlike existing approaches—such as LibVMI—which rely
on heavy VM pausing, GOODKIT executes observers as
lightweight VMs colocated with the VMM, enabling native-
speed access to the target state while preserving strong iso-
lation. GOODKIT introduces fine-grained, lock-aware mem-
ory—coherence mechanisms, a configurable probing subsys-
tem for I/O and kernel-level events, and a mutualization layer
that allows multiple observers to operate concurrently with-
out degrading target performance. Across 21 real world use
cases, including rootkit detection, ransomware monitoring,
and scheduler introspection, GOODKIT delivers high perfor-
mance (compared to LibVMI), strong isolation, and broad
applicability.

Note: This is a preprint version of the paper accepted at the
20th USENIX Symposium on Operating Systems Design and
Implementation (OSDI’26) [54].

1 Introduction

Virtual machines (VMs) are the basic abstraction for mod-
ern cloud computing. Tenants and providers must routinely
leverage VM introspection (VMI) techniques to observe VM
behavior, in order to detect attacks, maintain availability, and
understand performance problems. A VM observer should
perform the above tasks while remaining safe for the plat-
form, and also (in many use cases) transparent to the guest.
This requires three properties: low overhead to track frequent
events, strong isolation from both the guest and the cloud
provider, and the ability to bridge the semantic gap between
low-level VM state and high-level system abstractions. Our
goal is to design a live VMI (LVMI) framework that achieves
all three properties in a multi-tenant (IaaS) cloud, and that
can be leveraged by tenants without constraints imposed by
the cloud provider.

Existing VMI systems place observers in three loca-
tions: in a separate VM, inside the hypervisor or VMM,
or inside the target VM’s guest OS. Hypervisor-based sys-
tems [13, 22, 23, 25, 41, 48, 50, 52] such as LibVMI [8]
run the observer in a separate VM and improve isolation
from the guest, but they require hypervisor changes, of-
ten pause the VM for a consistent view, and incur extra
kernel to userspace crossings. Observers embedded in the
VMM [24,41] have direct access to guest memory and VMM
events, but they enlarge the trusted computing base (TCB).
Besides, this approach does not provide isolation guarantees
between the different observers (deployed by tenants and/or
the cloud provider) attached to a target VM. In-guest ob-
servers [7, 18, 32] offer native performance and no semantic
gap, but a compromised guest can disable or mislead them,
and they share its fault domain. No existing design provides
live introspection that is fast, strongly isolated from both guest
and provider, and deployable without modifying the hypervi-
SOr.

We present GOODKIT, a LVMI framework that takes a dif-
ferent approach. It runs one or several observers as regular
guest VMs under the same VMM process as their target VM
and maps selected regions of the target’s memory into these
observers under explicit policy. From an observer’s perspec-
tive, introspection looks like native memory access, while
still benefiting from VM-level isolation and standard hyper-
visor accounting. All introspection mechanisms live in user
space inside the VMM and in the observer VMs. Moreover,
GOODKIT does not require modifying the hypervisor (en-
abling quick adoption by cloud providers) nor the target guest,
and is agnostic to the observers’ guest OSes. To support mul-
tiple observers efficiently and safely, GOODKIT combines
fine-grained access control with a mutualization layer that
shares common introspection work and reduces contention
on kernel data structures.

Our evaluation shows that GOODKIT retains the benefits
of LibVMI-style introspection while avoiding its costs. On
14 Phoronix workloads, GOODKIT observers introduce at most
a 1.06x slowdown on the target, whereas LibVMI induces



slowdowns between 5.15% and 37.6 x under comparable con-
ditions. On micro-benchmarks, GOODKIT’s lock-based intro-
spection is up to 17x faster than LibVMI’s pause/resume
mechanism, and overall introspection latency improves by up
to 110x for some policies. Across 21 real-world use cases,
including rootkit detection, ransomware monitoring, liveness
monitoring, and scheduler analysis, GOODKIT provides strong
isolation, stable capture rates at high frequencies, and modest
implementation effort; observer code is typically 3-6x shorter
than equivalent LibVMI-based implementations.

Overall, we make the following contributions:

* We identify requirements for live VMI in multi-tenant
clouds: flexibility, isolation, consistency, low overhead, pre-
cise accounting, and easy deployment (§3.1).

* We present GOODKIT, an introspection framework that
shares the same VMM between a target VM and its ob-
server VM(s) and maps the target memory into each ob-
server VM under explicit policy, without changing the hy-
pervisor (§3.4.

* We design and implement mechanisms for lock-aware,
consistent introspection, shared monitoring across ob-
servers, and VMM-side probing of VMM and hypervisor
events (§4).

* We develop a GOODKIT prototype supporting Linux-based
target and observer VMs on x86 machines. We evaluate
GOODKIT on 21 real-world use cases and show low over-
head, strong isolation, and broad applicability (§5).

* We release GOODKIT as an open-source project (Ap-
pendix A).

2 Background and Motivations

This section presents the necessary background on virtual-
ization (§2.1), motivates the need for live VM introspection
(§2.2), and discusses the limitations of state-of-the-art ap-
proaches (§2.3, §2.4).

2.1 Virtualization

Generalities. Several popular virtualization platforms (e.g.,
KVM [2] and Oracle VirtualBox [5]) follow a two-layer de-
sign with a hypervisor and a virtual machine monitor (VMM).
Hereafter, we focus our concrete discussion on KVM-based
platforms, as they underpin some of the main public (e.g.,
AWS, GCP) and private (e.g., OpenStack, Proxmox) cloud
infrastructures. The hypervisor (KVM in our case) runs in
the host kernel and provides core virtualization primitives:
vCPU execution, EPT page-fault handling, and VM isolation.
It exposes a userspace API (the KVM API) but does not en-
code any notion of a VMM instance. Because it is part of the
kernel, modifying the hypervisor is undesirable.

The VMM (e.g., Firecracker [1, 12] or QEMU [6]) runs as
a userspace process and builds full virtual machines using this
APL. It reserves part of its address space as guest “physical”
memory (see below), configures virtual devices, loads the
guest OS, and manages paravirtualized I/O during execution.
Since VMMs are regular userspace programs, they are the
natural place to add mechanisms such as VMI support without
touching the hypervisor.!

Memory virtualization. It involves several coexisting ad-
dress spaces, each interpreted at a different layer of the vir-
tualization stack. The host virtual address (HVA) space cor-
responds to the virtual memory of the VMM process (e.g.,
QEMU or Firecracker). Processes inside the guest OS use the
guest virtual address (GVA) space. The guest OS maps GVAs
to guest physical addresses (GPAs) using its own page tables,
which represent the physical memory abstraction exposed to
the guest. Finally, host physical addresses (HPAs) denote the
actual machine memory managed by the host kernel and used
by the hypervisor.

When creating a VM, the VMM allocates one or more
regions in its own virtual address space (HVA), typically via
mmap (), to hold the guest’s RAM. These HVA regions do not
need to be contiguous, but the VMM can present them to the
guest (GPA) as a contiguous physical address space. It does so
by configuring KVM'’s memory slots, each mapping a range
of HVAs to a corresponding range of GPAs. For example, an
HVA region (hval, size) in the VMM may be exposed to the
guest as (gpa=0, size), creating the illusion of a contiguous
physical memory layout for the guest regardless of how the
VMM arranged the underlying HVAs.

KVM, in turn, maintains for each VM a second-level page
table, the Extended Page Table (EPT) on x86, that translates
GPAs to HPAs. Inside the guest, each process has its own
page table maintained by the guest OS, which translates GVAs
to GPAs. Thus, when the processor executes a memory ac-
cess inside the guest, it performs a two-dimensional transla-
tion: a guest page walk (GVA to GPA), followed by an EPT
walk (GPA to HPA). The resulting HPA identifies the actual
physical page on the host. Notably, after memory slots are
configured, HVAs play no role in guest execution (in the hard-
ware translation performed on behalf of the guest). The HVA
is involved only when the VMM itself accesses the guest’s
memory (e.g., for snapshots, migrations, or to read VirtlO ring
buffers).

!'Note that the terminology of the domain is not fully homogeneous. Some
research papers and existing tools use the expressions VMM and hypervisor
interchangeably to denote the complete virtualization stack. Some other
works use hypervisor for the entire vitualization system and VMM for the
subsystem virtualizing the CPU and memory [16]. In the present document,
like some other authors, [12,17,51], we use hypervisor for the host kernel
component (here, KVM), and VMM for the user-space helper process (here,
Firecracker) involved in CPU, memory and I/O virtualization.



2.2 Live VM Introspection

VM introspection (VMI) gives cloud tenants and providers
visibility into the internal state of their virtual machines. It
supports three main activities: (1) security operations, which
ensure that a guest does not execute or prepare to execute
malicious code (e.g., ransomware); (2) liveness monitoring,
which detects crashes, deadlocks, or livelocks and triggers
restart; and (3) forensic analysis, which examines a VM'’s
memory after a failure to identify root causes. The first two
activities typically run on live systems and often precede
forensic investigation. We focus on live VMI (LVMI). §5.2
presents several representative real-world LVMI use cases.

We call an introspection mechanism any component that
can access the internal state of a VM. An introspection frame-
work is a coherent stack of mechanisms, libraries, and run-
times that together provide efficient and convenient access
to VM state. An observer is a system built on top of such a
framework to implement high-level LVMI services (for exam-
ple, liveness monitoring).

2.3 LibVMlI-based Observers

LibVMI [8] underpins most industry [4, 9] and academic
VMI systems [23,25,38,39,41,48,50]. We first review how it
works and then explain why it is a poor fit in live-monitoring
scenarios.

Description. LibVMI is a C library that builds on KVM-VMI
(KVMI) [37], Bitdefender’s extension [15] of KVM for intro-
spection. KVMI adds a kernel subsystem and a userspace li-
brary, 1ibkvmi, that communicate over a UNIX socket. KVM
then spawns a dedicated kernel thread that handles commands
from the observer.

LibVMI offers three main classes of commands: (1) vCPU
commands, to get/set registers, query cpuid/xsave, and pause
or resume VCPUs; (2) memory commands, to read/write guest
physical memory, adjust page permissions, and translate GVA
to GPA; (3) configuration commands, to fetch VM/hypervisor
metadata (e.g., memory size, KVM version), register events
(e.g., CR3 traps), and configure monitoring at VM or vCPU
level.

Impracticability for LVMI. LibVMI introduces two major
costs for live monitoring:

(1) LibVMI-based tools typically pause the target VM to ob-
tain a consistent snapshot of kernel data structures. These
global pauses are extremely expensive in LVMI: prior work
reports slowdowns up to 9x [31], and we observe similar be-
havior. The cost grows roughly linearly with the polling rate,
which makes LibVMI unsuitable for use cases involving live
VM monitoring, such as process scheduling analysis or mem-
ory overcommitment.

(2) LibVMI never accesses guest state directly. Every oper-
ation is routed through KVMI over a socket, causing extra
user—kernel transitions and data copies. For example, writing a

buffer to guest memory involves copying it from the observer
to a KVMI kernel buffer, then again into guest memory.

LibVMI provides an optional cache in the observer to hide
part of these costs, but caching trades freshness for speed. It
is therefore unusable for most LVMI scenarios that require
up-to-date state, such as the use cases in §2.2.

2.4 Limitations of Existing Designs

Existing VMI approaches adopt different placement strate-
gies, each with distinct trade-offs in observability, isolation,
performance, and deployability.

A first class of designs, often called out-of-VMM ap-
proaches [13,22,23,25,41,48,50,52], runs the observer in
a VM managed by a different VMM instance than the target.
Most of these systems rely on LibVMI [8], which exposes a
high-level API for inspecting guest state but requires hypervi-
sor modifications. This placement provides strong isolation
and clean per-VM accounting. Still, it incurs expensive cross-
VMM interactions, frequent VM pauses, and high memory
overhead, as each observer requires its own VMM process.
Since the observer runs outside the target’s VMM, it also
cannot see VMM-level events such as device I/O or VM exits.
mmap () -based variants [21, 28, 30,40, 61] reduce memory-
access cost by mapping the target’s memory into the observer
VMM, yet they retain key drawbacks: per-observer VMM
bloat, dependence on hypervisor changes for memory sharing,
and lack of visibility into VMM-level activity.

A second class of systems [24,41] embeds the observer in-
side the VMM that hosts the target. The observer is compiled
into the VMM process and thus has direct access to guest
memory and VMM events. This yields high observability
and low-latency introspection. However, it removes isolation:
observer and VMM share privileges and address space, so a
bug or compromise in the introspection code can bring down
the entire VMM and all its guests. This design is also hard to
modularize (e.g., to several, dynamically-attached observers)
and prevents separate accounting of monitoring overhead.

A third class, in-target approaches [7, 18, 32], places the
observer directly inside the target guest OS as an agent or ker-
nel extension. This mitigates the semantic gap and gives very
efficient access to guest state but completely forfeits isolation
and trust, since compromising the target also compromises
the monitor.

GOODKIT adopts a different design: an in-VMM, multi-
guest architecture in which observers run as independent guest
OSes under the same VMM instance as the target. This pre-
serves the modularity and isolation benefits of out-of-VMM
observers while avoiding per-observer VMM overhead, and
it still allows access to VMM-level events without compil-
ing monitoring code into the VMM. By extending the VMM
(rather than the hypervisor), GOODKIT enables controlled,
direct mapping of the target’s memory into observer guests
while keeping the hypervisor unchanged. As a result, it com-



bines high-performance introspection with strong isolation,
precise accounting, and compatibility with existing cloud de-
ployments.

3 Overview

This section details the design requirements of GOOD-
KIT (§3.1), explains the threat model (§3.2), and presents
an overview of GOODKIT (§3.4).

3.1 Requirements

We design GOODKIT to meet the following requirements si-
multaneously:

(R1) Flexibility: GOODKIT must support a wide range of mon-
itoring use cases, potentially requiring events from the guest
0OS, the VMM, and the hypervisor. Achieving this goal is par-
ticularly challenging because we explicitly avoid modifying
the hypervisor (see R6).

(R2) Isolation: Observers must be isolated from the target
guest OS, the VMM, and the hypervisor. The system must
provide (i) fault isolation (a misbehaving observer must not
disrupt target services) and (ii) privilege isolation (untrusted
tenant observation code must be isolated from the VMM).
(R3) Consistency: Observer data must be accurate and inter-
nally consistent. For example, traversing the process list must
yield a coherent snapshot even if the target modifies the list
concurrently.

(R4) Speed and Overhead: The system must observe the
target in (near) real time, missing no relevant events while
imposing low performance overhead on the target.

(RS) Resource Efficiency and Accountability: Each ob-
server’s resource consumption must be small, accurately mea-
surable, and attributable to the corresponding tenant for ac-
counting and billing.

(R6) Adoption: The system must integrate seamlessly with ex-
isting cloud deployments and avoid hypervisor changes, since
updating hypervisors at scale is a time-consuming, resource-
intensive and security-sensitive endeavor.

Non-goals. There are several valuable directions that lie be-
yond the scope of GOODKIT. Although GOODKIT enables the
development of introspection policies, our objective is not
to propose new policies, for example, aimed at improving
kernel-compromise detection. Similarly, enhancing detection
accuracy through novel analysis algorithms is also outside the
scope of this work.

3.2 Threat Model

The VMM and hypervisor are part of the Trusted Computing
Base (TCB) and are assumed to be correct and uncompro-
mised. The target guest VM may be fully compromised, for
example by a rootkit or ransomware. Each observer guest
is trusted by its tenant to perform legitimate introspection,

but may still be faulty or malicious. A faulty or malicious
observer can lie to its tenant, disrupt the services provided by
the target or more generally, compromise the integrity of the
(target) guest state due to the ability to modify locks or other
memory regions. From the cloud provider’s perspective, an
observer is untrusted: it is a regular VM with the same isola-
tion guarantees as any other tenant VM. A faulty or malicious
observer thus cannot compromise other VMs.

3.3 Design trade-offs

In GOODKIT’s design, an observer runs as an independent
guest VM managed by the same VMM instance as the corre-
sponding target VM. Compared to LibVMI, where the moni-
toring code executes outside of the VMM, the isolation layer
is thinner but, in return, we do gain live access to the target
VM memory (mapped into the observer), and also direct ac-
cess to the target VM devices. Modifying the VMM rather
than the hypervisor is preferable because the latter is a soft-
ware layer with a complete set of privileges that must neces-
sarily be under the control of the cloud provider, whereas the
ownership of the VMM layer can be more easily offloaded
to a cloud tenant. Indeed, unlike the hypervisor, the VMM
runs in user mode on the host machine and there is one dis-
tinct VMM instance per (traditional) tenant VM. Besides,
in real-world scenarios, modern virtualization stacks already
make use of multiple sandboxing facilities as an additional
level of protection against a potentially misbehaving (buggy
or compromised) VMM, including limited (user) privileges
and contained domains (built with features like namespaces,
seccomp-bpf filters, and control groups) [12]. In our approach,
such sandboxing facilities may also be leveraged for mitigat-
ing the impact of a misbehaving observer on the host and the
other guests.

3.4 Architecture

We now describe how GOODKIT’s design (Fig. 1) satisfies
the requirements introduced in §3.1. We begin by explaining
how GOODKIT runs observers as guest OSes (R2), before de-
tailing the programming model, including the introspection
API and the mechanisms for controlling and deploying ob-
servers (R1). We then present our memory—mapping scheme,
which provides isolation, accurate accounting, and consistent
access to the target state (R2-RS). Finally, we show how
shared introspection and a purely userspace implementation
of GOODKIT reduces overhead and eases adoption in existing
cloud environments (R4-R6).

Observer as guest OS, enabling isolation and precise ac-
countability (R2 & R5). In GOODKIT, an observer (@) can
run either as a unikernel [36] or a full Linux guest. In our
current prototype, we opted for the latter, as it provides a more
general and flexible execution environment. (@) GKBUILDER
launches observers as separate guests using the same KVM
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Figure 1: GOODKIT Architecture. The gray boxes correspond
to existing Hypervisor and VMM layers. The white boxes cor-
respond to new VMM subcomponents introduced by GOOD-
KiT. The yellow boxes denote the observer’s context. In this
example, we use a single observer, whose purpose is to intro-
spect a subset of the target VM’s internal state, such as the
list of existing processes.

interfaces as for the target (@) and @). For each observer, it
sets up memory slots in the VMM process that KVM uses
to build the observer’s EPT (@): some slots map selected
regions of the target’s memory, while others are private. The
target itself is assigned its own independent EPT (@). From
the hypervisor’s perspective, observers are ordinary guests
with their own isolation and resource accounting, yet they
retain controlled access to the target’s memory where needed.
Introspection API, enabling flexibility (R1). GOODKIT pro-
vides a two-layer introspection API (§4.1) that supports a
broad range of monitoring and analysis services (§5.2). In the
observer VM, the low-level API is implemented in GKMOD-
ULE (@) and is used by kernel-space code, while the high-
level API is provided by LIBGK (@) for userspace. Observa-
tion services can be implemented in the kernel, in userspace,
or split across both. Userspace observers can integrate heavy-
weight analysis components, such as machine-learning mod-
els (§5.2, ransomware detection). Kernel-space observers, in
contrast, have direct access to the target memory and to the
full low-level API, including VMM communication primi-
tives. Userspace observers interact with GOODKIT through the
high-level API listed in Table 1, and can also issue requests to
the VMM. This makes userspace suitable for complex code
that depends on external libraries or convenient device APIs,
while kernel space is better suited to low-level memory intro-
spection. When a userspace observer needs information not
exposed by the high-level API, it can delegate the low-level
target-memory access to a kernel component and consume
the resulting data in userspace.

Controlled introspection, enabling flexibility (R1). Ten-
ants specify, in a YAML manifest file (€))), which operations
each observer is allowed to perform (§4.2). GOODKIT en-
forces these permissions along four axes: memory protection,
introspection-API function access, symbol-table access, and
probe control. GKBUILDER applies the memory-protection
rules at observer boot time, and (e) GKMODULE enforces
function and symbol access at runtime. These act more as
guidelines than strong isolation barriers and may help build-
ing sound observers. Depending on the use cases, observers
may access the target with write accesses essentially limited
to the locks protecting the monitored data structures (e.g.,
for a rootkit detector traversing the list of processes), or also
require write accesses to additional parts of the target mem-
ory (e.g., for a synchronous/active VMI scenario that places
breakpoints or hooks into the target [21,34]).

Address translation, enabling consistency (R3). Each ob-
server receives the target’s kernel symbol table (€)) and uses
it to locate kernel data structures. Because the target and ob-
server use distinct page tables, these addresses must be trans-
lated. GOODKIT relies on the Linux kernel memory layout and
implements seven dedicated translation functions, each cov-
ering a specific kernel memory region (§4.4). In our current
implementation, the target and observer use the same kernel
image so that the observer code can more easily interact with
the target’s kernel data-structure layout during introspection.
This is not a fundamental limitation of GOODKIT; the support
of decoupled kernels is left for future work. Note that, in any
case (i.e., using identical or distinct kernel images for the
target and observer VMs), GOODKIT, like many other VMI
approaches, relies on the assumption that the observation
logic is aware of the precise memory layout and intricacies of
the OS kernel running in the target. Therefore, for all these
approaches (including GOODKIT), a cleverly-compromised
guest might evade detection by an observer if it manages to
bypass some of its assumptions.

Fine-grained suspension, enabling consistency and low
overhead (R3 & R4). GOODKIT preserves consistency by
locking the data structure being inspected (@), instead of
suspending the whole VM as LibVMI-based systems do. It
assumes the OS already protects shared structures with locks.
With the target’s memory mapped, the observer acquires the
same lock before accessing a structure, as if it were a thread
within the target; concurrent updates then block on that lock.
GOODKIT provides built-in support for lock acquisition (§4.5).
Shared monitoring, enabling low overhead and resource
efficiency (R4 & RS). When several observers perform simi-
lar introspection tasks, such as scanning the process list, redun-
dant work and lock contention increase overhead. GOODKIT
introduces a mutualizer observer (§4.7) that centralizes these
operations. Domain-specific observers register their requests
with the mutualizer, which performs each operation once and
distributes the results.

Only userspace components, enabling quick adoption (R6).



Low-level API (GKMODULE) High-level API (LIBGK)
ID | Operation ID | Operation
1 Traverse Linked List 1 Traverse Process List
2 Traverse RB-Tree 2 Traverse Module List
3 Acquire Queued Spinlock 3 List Open Files
4 Acquire Rlock 4 List VM Areas
5 Acquire Wlock 5 List Syscall Routines Addresses
6 Release Queued Spinlock 6 List Process Credentials
7 Release Rlock 7 List /proc Entries
8 Release Wlock 8 Check /proc File Operations
9 Lookup Symbol By Name 9 Check Present TTY
10 | Translate TGVA — OGVA | 10 | Check System Call Change
11 | Send VMM Request 11 | Check AF_INFO Operations
12 | Poll Bulk Data 12 | Check Keylogger presence
13 | Create Memory Dump 13 | Check Netfilter Hijacking

Table 1: A subset of GOODKIT’s programming API: low-level
(by GKMODULE) and high-level functions (by LIBGK).

GKBUILDER and GKPROBE (@) are implemented and run
in the VMM process in userspace. GKPROBE (§4.6) moni-
tors target-related VM exits, I/0, etc. (@) and runs provider-
developed probes that can be enabled according to tenant
needs, then forwards their outputs to observers (0). Provider-
developed probes are capable of implementing arbitrary op-
erations, including (€)) invoking existing hypervisor API to
capture hypervisor-level events. Its goal is to cover introspec-
tion operations that cannot be performed directly from inside
observers. All changes are confined to the VMM and guest;
the hypervisor remains unmodified.

4 Design and Implementation

This section presents the design and implementation of GOOD-
KiT. While GOODKIT’s design is generic, this section is based
on our implementation using Firecracker as the VMM and
Intel x86-64 for the CPU architecture.

4.1 Programming API

GOODKIT exposes a two-layer introspection API split between
GKMODULE and LIBGK. GKMODULE provides low-level
primitives in the observer kernel, including address transla-
tion, lock-aware access to target data structures, and interfaces
for issuing requests to GKPROBE. LIBGK builds on these
primitives to offer a higher-level userspace API for common
monitoring tasks. Together, they let developers implement ob-
servation services in kernel space, userspace, or both, without
handling the underlying mapping and synchronization details.
A sample in Appendix B illustrates how to use this API.

Low-level API (GKMODULE). The low-level API is imple-
mented in GKMODULE and provides basic building blocks for
introspection. Its functions fall into three categories. First, it
offers helpers to traverse common kernel data structures such
as linked lists (line 1, first column in Table 1) and red-black
trees (line 2, first column). Second, it provides memory-access

utilities for address translation (line 10, first column), memory-
coherence control (lines 3-8, first column), and raw memory
inspection (line 13, first column). Third, it exposes system-
wide control functions, including resolving kernel symbols by
name (line 9, first column) and sending or receiving requests
to or from GKPROBE (lines 11-12, first column).

High-level API (LIBGK). Building on the low-level func-
tions, the high-level API implemented in LIBGK offers ready-
to-use implementations of common introspection tasks, drawn
from prior work [29, 40, 48]. For example, listing operations
(lines 1-7, second column in Table 1), such as traversing the
process list or the kernel-module list, internally rely on the
linked-list traversal primitive. Several high-level functions
also help validate the integrity of the target kernel code (lines
8-13, second column). In particular, in Table 1, all functions
whose description begins with the verb “Check” are designed
to detect malicious hooks or other kernel tampering.

4.2 Policy Enforcement

GOODKIT enforces fine-grained policies that limit what each
observer can see and do. Some controls are implemented in
the VMM (GKBUILDER, GKPROBE) and cannot be bypassed
by observer code. Others are enforced inside the observer by
GKMODULE; when the observer comes from a third party,
its requests can instead be routed through the mutualizer ob-
server, which applies the same checks on its behalf.
Memory protection. The memory regions visible to an ob-
server depend on its owner and use case. For example, a
memory-overcommitment observer (e.g., running Wang et
al.’s V-Probe algorithm [59]) deployed by the cloud provider
needs to touch only the vmemmap region that holds struct
page entries; it should not access other parts of the guest.
The YAML manifest therefore lists allowed regions and their
(read/write) permissions. GKBUILDER enforces these policies
when configuring shared mappings for each observer.

Probe control. Probes (described in §4.6) expose VMM-
and hypervisor-level information about the target. GKPROBE
treats each probe as a configurable unit: the manifest specifies
which probes are enabled and, optionally, how far they may
inspect guest state. For instance, b1k_probe can either collect
disk I/O request types only or also inspect read/write buffers;
its configuration can restrict it to pattern collection. Because
probes run in the VMM, these limits hold even if the observer
is compromised.

API-function access. GOODKIT maintains an access-control
list of API functions that each observer may invoke. The
YAML manifest contains the allowed GKMODULE/LIBGK
functions; a GKMODULE macro checks at runtime whether
the caller is authorized before executing the operation. For
third-party observers, the same checks can be applied in the
mutualizer, which filters their requests before they reach GK-
MODULE.

Symbol-table access. Symbol resolution can be confined in a



similar way. When needed, the manifest specifies a whitelist
of kernel symbols. At runtime, the observer (or mutualizer)
may resolve only these symbols; all other lookups fail with a
Symbol Not Found error.

If no security policy is specified, GOODKIT falls back to a
permissive configuration: the observer runs without restric-
tions, except that probes obey the default settings defined by
the cloud provider.

4.3 Memory Mapping

GKBUILDER constructs the address spaces of the target and
its observers and wires them together through shared memory.
It allocates a contiguous region in the VMM process to back
both target and observer memory, then configures KVM mem-
ory slots and EPT entries so that each observer sees its own
guest-physical space with controlled mappings to the target.
In this way, observers obtain direct access to target state while
remaining isolated as separate VMs.

GKBUILDER first mmaps a large contiguous region in the
VMM'’s virtual address space to back both target and observer
memory, laid out as observer| | observer; | --- | target.
For each observer, it then configures KVM memory slots
that, together, form the guest-physical address space: some
slots cover the observer’s own core memory (allocated by
the tenant), others map selected regions of the target. For in-
stance, with 2 GB for the observer and 10 GB for the target,
the observer sees 12 GB of physical memory. The precise
configuration of the target memory viewed by the observer de-
pends on the aforementioned settings but also of architecture-
dependent constraints. For example, on x86, an MMIO hole
typically appears near 3.25 GB, so mapping the target into
the observer may require up to three slots, depending on how
their ranges intersect this hole. We identify three distinct map-
ping scenarios, which we detail in Appendix C due to space
limitations.

4.4 Address translation

GKMODULE resolves target kernel pointers through a two-
step translation: from a Target Guest Virtual Address (TGVA)
to a Target Guest Physical Address (TGPA), and then to an
Observer Guest Virtual Address (OGVA). Given an address
in the target’s kernel space (a TGVA), it translates it to a
TGPA based on the Linux kernel memory layout, and finally
maps that TGPA into the observer’s own address space. This
pipeline lets the observer access target kernel objects through
regular in-guest pointers while preserving isolation.

TGVA — TGPA: Although one could continuously traverse
the target kernel’s page tables to perform address translation,
this would incur substantial overhead. Fortunately, for several
Linux kernel memory regions, the layout is sufficiently struc-
tured to allow more efficient translations. The Linux kernel
divides its virtual address space into seven major regions [3],

each with its own data types and allocation policy. GOODKIT
therefore chooses the TGVA — TGPA translation method
based on the region in which the address lies. The boundaries
of these regions are defined by the kernel’s memory layout.
(1) Text segment. This region is stored in a contiguous region
in the TGPA space. Addresses in this region are translated
by simple arithmetic: GKMODULE subtracts the fixed offset
__START_KERNEL_map from the TGVA.

(2) Direct mapping region. Here, a similar optimization can
take place. GKMODULE subtracts the PAGE_OFFSET constant
from the TGVA. This region includes all contiguous alloca-
tions produced by functions such as kmalloc (), kzalloc (),
kcalloc(), alloc_pages (), and _ _get_free_pages().
(3) Vmalloc region. Addresses in this region fall
within VMALLOC_START—VMALLOC_END or MODULES_VADDR—
MODULES_END. These ranges cover the kernel modules area,
ioremap mappings, and memory allocated via the vmalloc_*
family. For such addresses, GKMODULE performs a page-
table walk in the target kernel. It starts from the swapper”
process’ page table, whose page global directory (PGD) base
address is exported via the init_top_pgt symbol, walks
down the page table levels to the page table entry (PTE), and
returns the corresponding physical address.

(4) Vmemmap region. Addresses in this region lie within
the VMEMMAP_ START—-VMEMMAP_END range, which stores the
struct page array describing physical memory. As for the
vmalloc area, translation requires a page-table walk starting
from the page table of the target’s idle process. However,
vmemmap is backed by huge pages, so the walk stops at the
page middle directory (PMD) level instead of the PTE level.
While vmalloc translation uses the PTE to obtain the physical
frame, the PMD entry for vmemmap yields the base physical
address of a memory section. The final struct page address
(TGPA) is obtained by adding the offset of the target page
within that section.

(5) Per-CPU region. These addresses correspond to per-
CPU variables such as current (the currently executing
task_struct) and runqueues (per-CPU scheduler queues).
Translation uses the __per_cpu_offset array: GKMODULE
adds the offset for the target CPU to the base address of the
per-CPU variable to obtain the complete TGVA, and then
translates it as in the direct mapping region.

(6) Fixmap region. This region contains statically mapped
kernel addresses. Their translation uses a predefined lookup
table that directly resolves virtual-to-physical mappings.

(7) Local Descriptor Table (LDT) regions. LDT-based ad-
dresses are process-specific and, in modern Linux kernels,
rarely used. They can be treated as a legacy case and are
typically ignored in practice.

TGPA — OGVA: At the start of the observer, the physical

2The existence of the swapper process (also known as “idle” process),
which spawns one task (i.e., idle loop) per CPU, is an invariant in the Linux
kernel. This process also provides us with a stable entry point to access the
kernel page table of the target.



memory regions of the target are made available to the ob-
server. GKBUILDER uses this information to reserve, in the
observer’s address space, the ranges that correspond to the
target. For each of the regions, the observer allocates an in-
memory descriptor. Each descriptor records the region’s base
address in the target (target_base), the corresponding vir-
tual base in the observer (virt_start), and the region size.
TGPA translation to OGVA is then performed by locating
the descriptor that covers the requested guest address and
computing: OGVA = virt_start + (TGPA - target_base).

4.5 Fine grained suspension

GKMODULE preserves memory coherence during introspec-
tion without the high cost of suspending the entire target VM,
as in LibVMIL. Instead of stopping the guest, it joins the target
kernel’s locking protocol: for each data structure it inspects,
GKMODULE acquires the lock that protects it, so concurrent
updates serialize naturally with observer accesses. Read-only
objects (for example, those marked __ro_after_init or
const) are accessed directly, while frequently updated struc-
tures are accessed only after taking the corresponding lock,
as a regular kernel thread in the target would.

Basic idea. For any observer action that must appear as if
it were performed inside the guest, the observer reuses an
existing guest execution context whose participation does not
affect normal execution. For example, when acquiring spin-
locks, it impersonates the context of vCPUO (more precisely, it
impersonates the target’s idle task attached to vCPUO0.) in the
target and enters the same queuing and arbitration logic as a
regular thread. This only adds one extra contender to the lock,
while the locking protocol and scheduling behavior remain
unchanged.

The Linux kernel provides two main classes of locking

primitives [58]: spinning locks (spinlocks, bit spinlocks,
rwlock_t) and sleeping locks (mutex, rt_mutex, semaphore,
rw_semaphore, ww_mutex, percpu_rw_semaphore). We il-
lustrate our approach with Spinlock, RWlock and Mutex by de-
scribing their implementations since they are the most widely
used primitives in the kernel [35,43,55,57].
Spinlocks. Our solution builds on the standard queued spin-
lock algorithm and reuses the per-CPU gnodes to place the
observer in the lock queue. In Linux’s queued spinlock, each
waiter is represented by an MCS node [45] taken from a per-
CPU gnodes array. Each CPU has four such nodes, one for
each context: Normal Task, Hardware Interrupt, Software In-
terrupt, and Non-Maskable Interrupt. Normally, a CPU runs
only one of these contexts at a time, so at most a few gqnodes
are in use. It is extremely unlikely that all four contexts con-
tend for the same lock simultaneously. If this happens, the
last context simply spins until a gnode becomes free.

In our design, an observer thread behaves like one more
nested context. It uses a gnode in the same way as an interrupt
handler, joins the MCS queue, and eventually acquires the

lock in turn. Appendix D illustrates our approach through a
simple illustrative scenario.

RWLocks. RW locks follow the usual semantics: at most
one writer may hold the lock, whereas multiple readers may
hold it concurrently. A writer blocks all other holders; when
readers hold the lock, a writer sets the write-pending bit and
waits for exclusive access. In Linux, contending readers and
writers spin on an internal spinlock embedded in rwlock_t.
Our observer simply uses the same queued spinlock algorithm:
on contention, it joins the queue and participates in arbitration
like any other entity, ensuring safe and consistent access to
the protected kernel structure.

Mutexes. Mutexes are sleeping locks that can only be used
in a preemptible task context. In the classic mutex algorithm,
the contender is the current task. In GOODKIT, the observer
instead impersonates the idle thread of the target’s CPUO
as the mutex owner, since manipulating the idle task cannot
disrupt normal service.

Lock-free data structures. Besides these lock-based data
structures, Linux also uses Read-Copy-Update (RCU) pro-
tected structures, which are common in recent kernel versions.
GOODKIT does not currently support RCU-specific synchro-
nization; we discuss possible extensions in §7.2.

4.6 External Event Probing

GKPROBE is a VMM-side helper that gives observers con-
trolled visibility and actuation at the VMM/hypervisor bound-
ary. It lets GOODKIT offer LibVMI-style capabilities (e.g.,
seeing I/O activity or triggering actions) without running code
in the hypervisor or modifying it.

Because many relevant events occur outside the target’s
memory, along the hypervisor—VMM path or inside the VMM
itself, observers cannot access them directly. GKPROBE fills
this gap: it runs entirely inside the VMM as a set of probes
and actuators that only the cloud provider can configure. For
operations already exposed by the KVM API, a probe or
actuator often reduces to a simple ioctl () call; for events
already visible in the VMM (such as VirtlO I/O operations),
GKPROBE hooks into existing code paths and reports them to
observers as introspection events.

Observer guests communicate with GKPROBE using Vir-
tIO channels called virtqueues. An observer can produce
one or several messages into a virtqueue and then trigger
a hypercall, which allows notifying the corresponding VMM-
level probe/actuator for processing them. Symmetrically, a
probe/actuator managed by GKPROBE within the VMM can
also produce one or several messages into a virtqueue and
send an interrupt request to trigger the execution of a VirtlIO
callback inside the observer (as a response to an observer
request), registered by GKMODULE, which can forward the
notification to a user-space agent. The precise interaction
patterns between an observer and the VMM depends on the
characteristics of a given introspection scenario and the cho-
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Figure 2: Mutualized introspection.

sen probe(s). In many use cases, it is possible to leverage
asynchronous communications and message batching to re-
duce the occurrence of hypercalls. For example, in the case of
a disk I/O probe used for ransomware detection (detailed in
§5.2), hypercalls are only used sporadically by the observer
and the VMM, respectively for submitting a set of buffers and
for signaling when they are full.

4.7 Shared monitoring

GOODKIT reduces redundant work and overhead on the target
by delegating common introspection tasks to a dedicated ob-
server, the mutualizer, illustrated in Fig. 2. Instead of having
each observer traverse the same kernel data structures (such
as list or trees of processes, VMAs, modules, etc.), client
observers submit requests to the mutualizer. It checks each
request against the configured policy, performs the traversal
once, and shares the results, reducing CPU overhead, lock
contention, and simplifying access control for third-party ob-
servers.

The mutualizer offers a configurable, iterator-based inter-
face that treats different types of data structures uniformly.
Each request specifies (i) the data structure to traverse (for
example, process or module list) and (ii) the item to search
for in that structure.

For communication, the mutualizer maintains a per-client
ring buffer for requests and completions, and a small shared
region that stores its state (Running or Waiting). When a
client issues a request, it writes it into its ring buffer (1) and
then checks the mutualizer state (2). If the state is Running,
the client simply waits for the result. If the state is Waiting,
it wakes the mutualizer by connecting to a sleeping socket
via VirtIO (3). Checking the state avoids unnecessary VirtlO
notifications and thus extra hypercalls and VM-Exits.

When woken, the mutualizer scans all ring buffers, groups
pending requests by data structure type, and starts one worker
thread per type. Each worker first acquires the corresponding
lock in the target, then walks the list in fixed-size batches
(6). A batch is a fixed number of structure elements (e.g.,
list nodes), configured at startup. After processing a batch,
the worker briefly “spins and waits”: it re-examines the ring
buffers for new requests of the same type, merges them into

its work set, and then continues from the next batch. When a
requested item is found, the worker writes the result into the
completion ring buffer of the requesting observer (5).

A worker stops if it scans the data structure R consecutive
times without seeing any new request. Between two iterations,
the mutualizer sleeps for S us to give the target a chance to
acquire the same lock (experimentally, an approximate value
of 20 us provides the best balance between responsiveness
and minimization of lock contention). Once all workers have
stopped, the mutualizer’s main thread switches back to the
Waiting state.

5 Evaluation

The implementation of GOODKIT consists of two parts: the
VMM side and the observer side. The VMM side corresponds
to 3,803 LoC (written in Rust) added to Firecracker (1,867
for GKBUILDER and 1,936 for GKPROBE), which represents
5.1% of its full code base. On the observer side, there are an
additional 4,480 LoC for GKMODULE and 1,039 for LIBGK,
all written in C.

Our evaluation of GOODKIT centers on the following main
questions: (Q1) How effective and flexible is GOODKIT in a
variety of use cases? (§5.2-§5.3) (Q2) How does GOODKIT
perform compared to the state-of-the-art competitor, LibVMI
(§5.4-85.5)? (Q3) What overheads does GOODKIT impose
on the target (§5.6)? and (Q4) How does the mutualizer ob-
server improve scalability when multiple observers are run-
ning (§5.7)?

5.1 Experimental Setup

Testbed. Our experiments run on a 16-core Intel Xeon
Silver 4215 at 2.50,GHz with 256,GB of RAM, running
Ubuntu 20.04 and Linux 5.4.24+. All guests run Alpine Linux
with a 5.10.198 kernel, and the VMM is Firecracker 1.5.
Baseline. §2.4 gave a qualitative comparison between GOOD-
KIT and existing approaches. For the quantitative evaluation,
we compare GOODKIT against LibVMI (with KVMI v7), fol-
lowing prior established methodology [40, 61]. State-of-the-
art VMI systems are broadly based on LibVMI. We were
unable to reproduce the two in-VMM instrumentation ap-
proaches [24, 41] because their source code is not publicly
available.

LibVMI targets QEMU and does not natively support
Firecracker. We ported LibVMI to Firecracker by reusing
its QEMU logic and verified that the resulting performance
matches the QEMU-based implementation (§5.4). We pub-
licly release this port (along with the GOODKIT source code)
and we provide further details in Appendix E.

Workloads. We use two dimensions of workloads: where
they run (inside the target vs. inside observers) and their gran-
ularity (micro vs. macro benchmarks). Target-side workloads



ID Name ID Name

P1 Process List P6 /proc File Operations

P2 System Calls P7 TTY Check

P3 Credentials List P8 VM Area Check

P4 Keylogger Check P9 Open File List

P5 Netfilter Check Idle Lock/Unlock or
Pause/Resume

(a) Micro-benchmarks for observers.

ID Name & metric ID Name & metric

DB RocksDB 10.0.1 NAS NAS Parallel Bench.
(Ops/sec) (Mop/sec)

Nginx Nginx 3.0.1 Zstd-C Zstd Compression
(Req/sec) (MB/sec)

FIO-MB Flexible IO Tester Zstd-D Zstd Decompression
(MB/s) (MB/sec)

FIO-IOPS | Flexible IO Tester 7z2-C 7z Compression
(IOPS) (MB/s)

iPerf iPerf 7z-D 7z Decompression
(Mbit/s) (MB/s)

GCC GCC compilation Kern Kernel compilation
(sec) (sec)

LLVM LLVM compilation OSSL Open SSL
(sec) (Bytes/sec)

(b) Phoronix applications used as macro-benchmarks for the target.

ID Name ID Name

Dia Diamorphine [42] Ado Adore-ng [11]

Spy Spy [49] Sut Sutekh [53]

Def Deftpunk [60] Liv Liveness monitor

RQM | Runqueue monitoring = =

(c) Macro-benchmarks for observers.

Table 2: Workloads and benchmarks.

measure the interference of GOODKIT on guest execution;
observer-side workloads act as monitoring services.

Micro-benchmarks are custom workloads that isolate spe-
cific GOODKIT features, inspired by prior work [40]. We intro-
duce each target-side micro-benchmark when it first appears
in the evaluation; observer-side micro-benchmarks are sum-
marized in Table 2.a. Macro-benchmarks evaluate GOODKIT
under realistic conditions. On the target side, we use fourteen
applications from the Phoronix benchmark suite [47] (Ta-
ble 2.b). On the observer side, we implement seven services
(Table 2.c, §5.2).

5.2 Real-world Use Cases

We evaluate the effectiveness and flexibility of GOODKIT
with realistic use cases. As discussed in §3.1, the novelty of
GOODKIT does not lie in these use cases; they simply illustrate
the range of applications it can support.
Rootkit detection. Using GOODKIT, we developed four ob-
servers to detect four open-source Linux rootkits: Diamor-
phine [42], Adore-ng [11], Spy [49], and Sutekh [53].
Diamorphine hooks three syscalls by overwriting their ta-
ble entries with pointers to its own module. It hooks ki11 ()
(used to receive commands such as hide/unhide a process)
and getdents () / getdents64 () (used to hide processes

from directory listings, including /proc). Sutekh also hooks
syscalls, namely umask () and execve (), to grant root priv-
ileges to a designated process. Spy is a keylogger that at-
taches to the kernel keyboard notification chain by register-
ing a struct notifier_block. Adore-ng modifies function
pointers in the file operations structure for the /proc directory
to hide processes and files.

Detection focuses on the kernel objects that these rootk-
its modify: syscall table entries (Diamorphine, Sutekh), the
struct atomic_notifier_head for keyboard notifications
(Spy), and the /proc file-operations table (Adore-ng). The
observer checks whether these pointers reference code out-
side the kernel text segment, which usually means module
memory. It then traverses the module list to find the module
whose address range contains the suspicious function. In our
experiments, the observers correctly detected all four rootkits.
Ransomware detection. Behavior-based ransomware detec-
tion either hooks filesystem syscalls in the guest [19] or in-
spects disk I/O at the VMM level [14,27,60]. We implement
the second approach to showcase GKPROBE. Concretely, we
reimplement DefPunk, a recent ML-based detector from Al-
ibaba [60].

Our observer has two parts: a kernel module and a
userspace process. The kernel module configures GKPROBE
to capture disk I/O requests issued by the target. Using the
probe’s configurability, the observer selects which fields to
collect and at what frequency. GKPROBE forwards only raw
VirtlO metadata (no payload) asynchronously to the observer,
keeping the probe lightweight along the guest’s critical I/O
path. The C structure of these records is shown below:

Istruct __attribute__ ((packed)) virtio_blk_probe_response

{

uint32_t type;// Request e (e.g., read, write)

uint64_t sector;// Target sector
4 uint32_t size;// Request size in b s
uint32_t disk_id;// Virtio block device id

6};

From this stream, the kernel module derives higher-level
metrics such as the total number of requests, reads, writes,
write-after-read patterns (WAR), the fraction of WARs, and
the number of distinct block addresses (working-set size) per
time unit. Every 10 s, the userspace component classifies the
target’s behavior using these metrics. Because the original
DefPunk model is not available, we train a linear SVM on the
RanSAP dataset [26], which includes benign traces (e.g., Fire-
fox) and several ransomware families such as WannaCry [10].

The resulting model reaches an F1 score of 0.76, compa-

rable to the original [60]. In our tests, it raises no alarms
on benign workloads and triggers at least one alert for every
ransomware sample.
Liveness Monitoring. The observer plays a role similar to
mysqgl_safe: it monitors the mysqgld process inside the target.
Periodically, it walks the target’s process list and searches
for the task_struct whose comm field matches the MySQL
executable. If no such entry is found, the observer instructs
GKPROBE to reboot the target.



Use Locks Types | Mem. Types LibVMI GOODKIT
Case LoC LoC

P1 RWLock(R) Direct-map, per-CPU 82 (5.4%) 15
P2 - Text segment 53 (4.8%) 11
P3 RWLock(R) Direct-map, per-CPU 107 (4.4x) 24
P4 Spinlock Direct-map, per-CPU 60 (3.3%) 18
P5 Spinlock Direct-map, per-CPU 76 (4x) 19
P6 - Text segment 87 (6.2%) 14
P7 Mutex Direct map, per-CPU 73 (2%) 35
P8 RWLock(R) Direct map, per-CPU 100 (6.2x) 16
Po RWLock(R) Direct map, per-CPU 92 (2.1x) 42

Dia Mutex Vmalloc, Text 172 (7.8 %) 22

Ado Mutex Vmalloc, Text 131 (14.5%) 19
Spy Mutex Vmalloc, Direct-map 104 (4.5%) 23
Sut Mutex Vmalloc, Text 172 (7.8%) 22
Def - 142 (1.6x) 86

Liv RWLock(R)
RQM | Spinlock

Direct-map, per-CPU
Per-CPU

140 (3.2x) 43
212 (4.2) 50

Table 3: Summary of locks, memory translations, and im-
plementation effort for each observer use case. The LoCs
correspond to the introspection code without includes. An
example of such a code can be seen in Appendix B.

CPU runqueue monitoring. The CPU runqueue
(struct rqg) holds the tasks about to run on a given
CPU. Unlike the previous use cases on global kernel
structures, this one shows that GOODKIT can also introspect
per-CPU state. Inspecting it reveals CPU pressure and the
currently running task. We use this observer to detect if a
malicious or buggy process is monopolizing a CPU [56].

5.3 Internal metrics

We analyze the observer code for our use cases to understand
which kernel regions and synchronization primitives they ex-
ercise. All the GOODKIT basic operations consist of either
accessing the target memory (which may involve address
translation and lock acquisition steps) or sending requests to
the VMM probes through a VM-exit as explained in §4.6.
Across all policies, the most frequently translated regions are
the direct-mapped and per-CPU areas, followed by the text
segment and Vmalloc region. This indicates that most intro-
spection tasks focus on kernel code and per-task metadata.
For synchronization, mutexes and read-side RWLocks are the
most common, each used in 5 of the 15 policies.

During the experiments presented above, we also measured
the cost of address translation and lock acquisition operations.
For the former, depending on the memory type, latencies
range from 45 ns in the best case (direct mapping) to 85 ns
in the worst case (vmalloc region). The acquisition of locks
without contention incurs the same overhead as within the
guest: acquiring a spinlock takes approximately 29 ns, while
RWLocks and mutexes take respectively approximately 26
and 36 ns.

As Table 3 shows, the implementation effort also differs
markedly between GOODKIT and LibVMI. Using GOODKIT
reduces code size by 3-6x across all policies, since the frame-
work provides low-level introspection primitives, address-
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Figure 3: Introspection Turnaround Time.

translation helpers, and coherence mechanisms.

5.4 Introspection Turnaround Time

We measure how long GOODKIT takes to introspect the target
and compare it to LibVMI. For both systems, we time the end-
to-end cost to (i) resolve target kernel addresses, (ii) apply
the synchronization mechanism (lock/unlock in GOODKIT,
pause/resume in LibVMI), (iii) collect the required informa-
tion, and (iv) release the synchronization mechanism.

We use P1-P9 and the idle observers from Table 2.a. The
idle observer isolates the raw cost of synchronization man-
agement. Both observer and target run with a single vCPU,
and the target is idle.

Fig. 3 reports the speed up of GOODKIT relative to Lib-
VMI (all GOODKIT values are normalized to 1). GOODKIT is
faster in every case. The idle bar shows the cost of LibVMI’s
pause/resume mechanism: acquiring and releasing a lock in
GOODKIT is 17 faster than pausing and resuming the guest.
Locking is not the only factor. Because GOODKIT observers
are colocated with the VMM, they benefit from native-speed
memory access (§5.4). This is visible in P2, where no synchro-
nization is needed and both observers simply read the (stable)
syscall table; LibVMI is still much slower. LibVMI’s slow-
down reaches up to 110x for P5. This is because tied to its
nested loop structure that multiplies the number of vmi-read
requests of PS5.

These experiments also validate our LibVMI port for Fire-
cracker. The slowdowns for Firecracker and QEMU versions
are nearly identical, confirming that our Firecracker integra-
tion preserves LibVMI’s performance characteristics.

5.5 Capture Rate

We evaluate the introspection speed of GOODKIT against Lib-
VMI using the cat-and-mouse experiment of Hongyi Liu et
al. [40]. In this scenario, a kernel rootkit repeatedly corrupts
the credential structures of selected processes and quickly
restores them. By varying the modification frequency, we
measure how often the observer catches these transient incon-
sistencies.
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Figure 4: Rootkit capture rate of GOODKIT and LibVMI in a
cat-and-mouse scenario [40].

Fig. 4 shows results for attack rates up to 500 modifications
per second. Above 150 modifications per second, LibVMI’s
capture rate drops to about 50%, and at 200 modifications per
second it falls to 0.16%, showing that pause/resume cannot
keep up with fast-changing kernel state. In contrast, GOODKIT
maintains a capture rate of 99% across the same range, thanks
to its low-latency, lock-based coherence mechanism. Even
at 10 million modifications per second (not shown in Fig. 4),
GOODKIT still achieves a capture rate of 80%.

5.6 Introspection Overhead

We now evaluate the overhead GOODKIT imposes on the
target, upon boot and during execution.

5.6.1 Boot Time

GOODKIT starts observers inside the same VMM as the tar-
get. This increases cold-start time, which is critical in set-
tings such as serverless computing. We evaluate three sce-
narios: Parallel, where GKBUILDER launches the observer
while the vanilla code builds the target; Before Target, where
GKBUILDER launches the observer first; and After Target,
where GKBUILDER launches the observer just after the target
is created. In the Parallel configuration, we vary the number
of observers from one to five.

With one observer in Parallel, the target boot time increases
by about 1.08x-1.11x compared to the vanilla (no-observer)
setup. This comes from doubling the number of ioctl ()
calls to KVM and the associated kernel-side synchronization.
The overhead grows with the number of observers, reaching
1.57x for five observers; each additional observer adds roughly
1.13x-1.14x to the target build time. Thus, instantiating many
observers in parallel can noticeably impact VM boot time.

In the After Target configuration, the target’s boot time
increases only by about 1.02x-1.04x. This small cost is due
to parsing both configuration files and allocating memory for
both guests at initialization. Importantly, this overhead does
not grow with the number of observers. In the Before Target
configuration, the target’s boot time essentially doubles, since
the observer is fully initialized before the target’s own boot
begins.

Given this overhead, users should carefully choose how
they instantiate observers so they meet their application needs
while minimizing overhead.

5.6.2 Execution Time

We now measure the runtime overhead imposed on the target.
The target uses 14 vCPUs, and each observer runs with a sin-
gle vCPU. The target executes the 14 Phoronix applications
listed in Table 2.b. The baseline, normalized to 1, corresponds
to running the applications without any observation. We eval-
uate two configurations: (i) a single observer and (ii) multiple
observers. For the first configuration, we consider two repre-
sentative observers—P3 (memory introspection) and DefPunk
(VMM-level I/O events)—and we vary their observation fre-
quency. For the second configuration, we launch the target
alongside four observers: DefPunk, a rootkit detector, a key-
logger detector (P4), and a /proc file operations checker
(P6).

Single observer (P3). The second bar in Fig. 5 reports the
slowdown induced by P3 on the target. Across all workloads,
the P3-GOODKIT observer introduces at most a 1.06x slow-
down (observed on OpenSSL), which is negligible. In con-
trast, P3-LibVMI incurs slowdowns ranging from 5.15x to
37.6x. This substantial gap is primarily due to LibVMI’s use
of the pause/resume mechanism to ensure memory coherence,
whereas GOODKIT relies on lightweight, fine-grained locking.
Single observer (Deftpunk). For Deftpunk, we evaluate both
the ransomware trace replayer from §5.2 and the FI0-I0PS
benchmark. With GOODKIT, the replayer achieves 874 1/0
requests per second, matching the vanilla throughput. Under
LibVMI 3, throughput drops to 747 1/0 requests per second,
corresponding to a 1.17x slowdown compared to GOOD-
KiT. For FIO-I0PS, which is more I/O intensive than the ran-
somware trace, the slowdown under LibVMI is even higher,
reaching 1.87x.

Heterogeneous observers and scalability. The third bar re-
ports the slowdown observed on the target when running
the four observers simultaneously. The slowdown is approxi-
mately 1.16x on average, which is comparable to the degra-
dation observed with the single P3 observer earlier in §5.6.2.
This experiment demonstrates that GOODKIT enables efficient
multi-observer introspection without significantly increasing
overhead on the target.

We did not conduct the same experiment with LibVMI
because LibVMI does not support multiple independent ob-
servers. If observers run as distinct processes, a pause request
issued by one observer may conflict with an unpause request
from another, leading to inconsistent states. Achieving co-
ordinated behavior would require colocating all observers
in a single program or implementing an external synchro-
nization mechanism, both of which prevent running legacy
observers. In contrast, GOODKIT naturally supports multiple

3We added 1/0 introspection support to LibVMI (see Appendix F).
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Figure 5: Overhead of GOODKIT (using 1 and 4 observers) and LibVMI on the Phoronix benchmark suite.

isolated observers without requiring any coordination or code
modifications.

5.7 Mutualizer Benefits

‘We evaluate the benefits of the mutualizer, which makes sense
when several observers monitor the same data structures in
the target. We consider both the target’s and the observers’
perspectives. The target runs a multi-threaded program that
continuously creates POSIX threads using the pthread li-
brary. Each thread executes an empty function, and the main
thread waits for it to terminate before creating the next one.
This sustained thread creation keeps updating the kernel’s
thread list. Each observer repeatedly searches for a given PID
in the target’s thread list and performs this lookup N times.
Without the mutualizer, all observers complete their work-
load, but the target freezes as soon as more than one ob-
server runs. Traversing the process list requires acquiring an
RWLock in read mode, while the kernel needs the same lock
in write mode to update the list when creating or terminating
threads. Because observers traverse the list in a tight loop
with no pause, at least one of them almost always holds the
read-lock. RWLocks allow concurrent readers and do not en-
force fairness between readers and writers, so the writer (the
target) starves and never acquires the write-lock. The target
can no longer update the thread list and eventually stalls.
With the mutualizer, this problem disappears. Only the
mutualizer takes the read-lock, and it releases it after each
traversal. Writers (running in the target) regularly obtain the
write-lock, preventing starvation. Performance remains sta-
ble and independent of the number of observers: the target
sustains approximately 35K thread creations per second, and
each observer performs about 38K iterations per second. We
observe the same performance when a single observer runs
without the mutualizer. For comparison, a target without ob-
servers creates about 40k threads in our configuration.

6 Discussion

This section explains the position of an observer developer
regarding the locks acquisition order. It also talks about how

atomic variables are managed with GOODKIT mechanisms.

6.1 Target’s Locks Acquisition Order

The Linux kernel has a well-established locking discipline.
When analyzing a complex kernel state, an observer must de-
cide whether to follow the full locking protocol. Not following
the target kernel’s lock discipline may leave the system in an
inconsistent state. Observer developers must carefully con-
sider the locking strategy based on the kernel data structures
they inspect and their invariants.

6.2 Atomic variables

Atomic variables are variables that are protected by the hard-
ware while they are being modified. This means that the
coherence between two VMs that are dealing with an atomic
data item is not guaranteed by the operating system, but by
the hardware; making GOODKIT-based introspection straight-
forward for these.

7 Limitations and Future Work

In this section, we consider some questions raised by our
approach regarding the observers fault tolerance and lock-
free synchronization between an observer and its target VM.

7.1 Observers Fault Tolerance

Running observers may be malicious or faulty. While mali-
cious observers are out of scope of this work, faulty observers
should be handled to mitigate service disruption. Faulty ob-
servers can disrupt normal target execution if they acquire
a target lock and then crash. To handle crashes, GOODKIT
may record each lock operation in a buffer shared between
the observer and Firecracker, allowing the VMM to track
the locks currently held by each observer. When an observer
crashes, the VMM would check this shared state. If the lock
map is stable, the observer holds no target lock. Otherwise,
the VMM will restart the observer in recovery mode. The
recovery observer would release all locks held by the failed



observer, ending the disruption on the target. After recovery,
the observer can either resume normal execution or shut down.
A watcher may also be implemented to monitor observers that
hold locks for too long. This can be done by recording the
timestamp alongside the lock map mentioned before, and
have a pre defined time limit for locks holding. This has been
planned as future work.

7.2 Lock-Free Data Structures

RCU protected structures. RCU [44] supports both read
and write synchronization. For reads, a thread enters an
RCU-protected section with rcu_read_lock (), obtains the
current version of the object with rcu_dereference(),
and exits with rcu_read_unlock (). For writes, a thread
initializes a new version of the object, publishes it with
rcu_assign_pointer (), and waits for a grace period with
synchronize_rcu() (or call_rcu() for the asynchronous
variant) before reclaiming old versions.

GOODKIT’s current proof of concept does not implement
RCU synchronization. When the observer needs to access data
structures in read mode (which is likely the most dominant
case), it can mimic a target reader by entering and leaving
RCU reader-side sections. The main challenge comes when a
reader observer needs to interact with the writer. According
to the RCU protocol, a writer in the target waits until all
CPUs that were executing between rcu_read_lock () and
rcu_read_unlock () have left their critical sections before
reclaiming old versions. An external observer is not naturally
part of this protocol, so data stability is not guaranteed without
additional mechanisms. Moreover, an observer performing
writes cannot track the exact state of the target vCPUs in the
target code execution, hindering the synchronization process.

8 Related Work

Note that we already discussed a portion of the related work
in the motivation section (§2.4).

Most existing systems that address memory coherence dur-
ing VMI rely on pause-based consistency mechanisms. Many
tools depend on LibVMI [8] as their backend, and conse-
quently adopt the strategy of pausing the target vCPUs before
inspecting memory. Prior work [41] highlights several draw-
backs of such techniques: latency-sensitive services may ex-
perience noticeable disruptions, and frequent pauses increase
overall system jitter. Cosseron et al. [20] further demonstrated
that pausing a VM induces a measurable drift between the
VM’s internal clock and real time, a side effect that can be de-
tected by malware and used as a trigger to conceal or disable
malicious behavior.

A different perspective is offered by TxIntro [41],
which leverages Intel’s Hardware Transactional Memory
(HTM) [33]. TxIntro monitors the state of synchronization

variables protecting kernel data structures and performs in-
trospection within a hardware transaction. As long as the
lock variables remain unchanged, the transaction proceeds,
ensuring that the observed structure is read consistently; if
a concurrent modification is detected, the transaction aborts
and partial results are discarded. While this approach avoids
explicit VM pauses, it has several limitations. First, it depends
on HTM support, which is not always available or enabled on
cloud platforms, e.g., due to mitigations against side-channel
attacks. Second, it can only provide consistency guarantees
when observing guest state that fits within the maximum read-
/write set capacity of the HTM. Third, it requires hypervisor
modifications, unlike GOODKIT.

Some studies, such as Virtuoso [23] and VM-Space Trav-
eler [25], address the semantic gap by facilitating or automat-
ing the generation of introspection operations over guest ker-
nel data structures. These efforts are orthogonal to GOODKIT
and can enrich or automate its introspection API while pre-
serving GOODKIT’s isolated and efficient execution model.

BlueGuard [46] targets both hypervisor-level and VM-level
introspection, whereas GOODKIT focuses exclusively on in-
trospecting guest VMs. To achieve this, BlueGuard isolates
its observer on a dedicated accelerator (e.g., a SmartNIC) and
relies on DMA to access memory. However, BlueGuard ex-
hibits two main limitations. First, DMA-based access can lead
to data-coherence issues, since memory may be concurrently
modified by the CPU. Second, BlueGuard requires special-
ized hardware accelerators, which significantly restricts its
deployability in real-world cloud environments.

9 Conclusion

In this work, we introduced GOODKIT, a new LVMI frame-
work that enables efficient, scalable, and safe introspection
without relying on intrusive hypercalls or VM pausing. By
colocating observers with the VMM, enforcing lightweight co-
herence mechanisms, and supporting flexible, modular probes,
GOODKIT significantly reduces overhead while improving re-
sponsiveness and accuracy. Our evaluation shows that GOOD-
KIT outperforms LibVMI by large margins across all scenar-
ios, offers strong scalability thanks to the mutualizer design,
and supports a wide range of real-world use cases. Overall,
GOODKIT bridges the gap between practicality and perfor-
mance, enabling cloud providers and tenants to deploy LVMI
at scale. The GOODKIT prototype is publicly available as
described in Appendix A.
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A Availability

The complete implementation of our framework is publicly
available at anonymous-1ink. This concerns the Firecracker
modification, GKMODULE and LIBGK. We also make avail-
able the Firecracker LibVMI port. This includes the Fire-
cracker, LibVMI, LibKVMI and KVMI modifications.

The repository contains the following:
firecracker-main: A Rust fork of Firecracker with the
framework’s VMM integration: creating/starting observers,
executing probes, and managing VM-VMM communication.
images_builder: Dockerfiles and scripts for building VM
images, including those used in the evaluation.
ioctl_injector: Userspace LIBGK code (C) that imple-
ments the high-level API.
1ipbVMI: Firecracker’s LibVMI plugin, plus our KVMi patch
adding virtio support for LibVMI.
linux-5.10.198: Linux kernel sources (C) used to build the
target and observer vmlinux images.
usecase Source code for the implemented use cases. The
repository root also includes scripts to run experiments, a
Makefile to build the project and images, and a flake.nix file
for Nix-assisted reproducibility.

B Code Sample

Listing 1 is a snippet that depicts the observation of a process
list. The introspection starts with a symbol lookup. The
observer first gets the addresses related to the corresponding
symbols (lines 2—4). Those are: the head of the tasks list
init_task, the qnodes that reside in the per-CPU area
qnodes, the tasks list lock that protects tasks list modifi-
cations tasklist_lock and the CPU areas offset array,
which is subsequently used to resolved per-CPU addresses
_per_cpu_offset.

The observer then translates the addresses to OGVA,


https://github.com/phoronix-test-suite/phoronix-test-suite/blob/master/documentation/phoronix-test-suite.md
https://github.com/phoronix-test-suite/phoronix-test-suite/blob/master/documentation/phoronix-test-suite.md
https://github.com/phoronix-test-suite/phoronix-test-suite/blob/master/documentation/phoronix-test-suite.md
https://github.com/phoronix-test-suite/phoronix-test-suite/blob/master/documentation/phoronix-test-suite.md
https://github.com/jarun/spy
https://github.com/jarun/spy
https://github.com/PinkP4nther/Sutekh
https://github.com/PinkP4nther/Sutekh
https://medium.com/geekculture/the-linux-kernel-locking-api-and-shared-objects-1169c2ae88ff
https://medium.com/geekculture/the-linux-kernel-locking-api-and-shared-objects-1169c2ae88ff
https://medium.com/geekculture/the-linux-kernel-locking-api-and-shared-objects-1169c2ae88ff
https://www.kernel.org/pub/linux/kernel/people/rusty/kernel-locking/c93.html
https://www.kernel.org/pub/linux/kernel/people/rusty/kernel-locking/c93.html
https://www.kernel.org/pub/linux/kernel/people/rusty/kernel-locking/c93.html
https://docs.kernel.org/locking/locktypes.html
https://docs.kernel.org/locking/locktypes.html
anonymous-link

for direct access (lines 6-8). The observer then
takes the read lock on the rwlock_t (line 10). The
for_each_process_in_target traverse the list of pro-
cesses (lines 11-13) and translate the relevant addresses
under the hood, and gives a pointer p on the current entry for
usage. The observer then prints the process name (line 12)
and releases the lock afterwards (line 14).

Listing 1: Process list traversal from an observer using GOOD-
Ki1’s API. The program resolves the symbol adresses using
the symbol table, then grabs the protecting spinlock before
walking through the list.

1void process_list (struct context *vo) {
rwlock_t *tasklock; struct task_struct *p; unsigned
long *pcpu_off; struct gnode *qgnodel; struct
symbol_entry **syms; char *names[] = { "init_task",
"gnodes", "tasklist_lock", "__per_cpu_offset" };
/* Lookup kernel symbols */
4 syms = symbols_multilookup (names, ARRAY_SIZE (names));
5 /* resolve into Observer virtual address space */
6 pcpu_off = tgva_to_ogva(syms[3]->addr, vo);
7 gqnode0 = tgva_to_ogva (syms[l]->st_addr + pcpu_off[0],
vo) ;
8 tasklock = tgva_to_ogva(syms[2]->st_addr, vo)
9 /* Lock, walk task list and unlock */
10 obs_read_lock (vo, tasklock, gnode0);
11 for_each_process_in_target (p, syms[0]->st_addr, vo) {
12 pr_info ("Process name : $%$s",p->comm)
13 }
14 obs_read_unlock (vo, tasklock);

C Memory Slots Scenarios

KVM slots are structures that describe the physical mem-
ory layout of the virtual machine. A slot contains a range
of guest physical addresses, their corresponding host virtual
addresses in the VMM, and region-specific flags. Slots are
used to declare the complete VM’s physical memory layout
to KVM. The number of KVM slots per observer depends
on (i) architecture-specific physical layout constraints and (ii)
the relative sizes of observer and target. On x86, an MMIO
hole typically appears near 3.25 GB, so mapping the target
into the observer may require up to three slots, depending on
how their ranges intersect this hole. We identify three distinct
mapping scenarios.

Scenario 1. Either (i) the sum of target memory and observer
core memory is below 3.25 GB, or (ii) the observer core
memory alone is above 3.25 GB while the target memory
remains below this threshold. In both cases, the target memory
occupies a single contiguous region in the observer’s physical
address space, so GKBUILDER creates one KVM memory slot
for the target.

Scenario 2. Either (i) the observer core memory is below
3.25 GB and the combined observer+target size exceeds
3.25 GB, or (ii) both observer and target are individually larger
than 3.25 GB. Here, adding the target crosses the MMIO hole

and introduces a discontinuity in the observer’s physical ad-
dress space. GKBUILDER therefore creates two KVM memory
slots for the target.

Scenario 3. If the observer core memory is below 3.25 GB
and the target memory itself spans beyond the MMIO hole,
mapping the target into the observer creates two distinct holes:
the observer’s MMIO hole and the target’s own MMIO hole.
In this case, GKBUILDER creates three KVM memory slots
for the target.

D Illustration of spinlock acquisition in GOOD-
KiT

(

) (1)
B 2
W (3)
gnodes
( Aode0->mcs
node1->mcs [€—fHode1->mcs
node2->mcs node2->mcs
node3->mcs node3->mcs
b =
Observer

Figure 6: Remote spinlock.

Figure 6 shows how the observer thread W competes with
two target threads, T1 and T2, for the same spinlock. (1) T2,
on vCPU1, acquires the lock and enters the critical section.
(2) T1, on vCPUO, tries to acquire the lock; because it is held,
T1 spins and sets the pending bit. (3) T1 is added to the lock’s
waiting list, stored in a per-CPU (vCPUO) variable. (4) The
observer thread W also tries to take the lock. (5) W spins and
is added to the same waiting list for vCPUOQ.

E Porting LibVMI to Firecracker

LibVMI relies on the KVM-VMI project to provide general-
purpose introspection capabilities. KVM-VMI is an extension
of KVM that enables fine-grained introspection mechanisms.
To perform introspection, LibVMI communicates with KVM
(over the KVMI extension) through a dedicated socket.
Figure 7 illustrates how we integrated LibVMI with Fire-
cracker. When a VMI application starts, it invokes the Lib-
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Figure 7: LibVMI usage with Firecracker.

VMI initialization function, which connects to the VMM and
requests the creation of an introspection socket (@))). With
QEMU, LibVMI relies on libvirt’s gemu driver for this step;
however, to the best of our knowledge, no libvirt plugin exists
for Firecracker. To overcome this limitation, we extended the
Firecracker API to allow introspection-socket creation via
HTTP requests. We also implemented a LibVMI Firecracker
driver to handle (dis)connection with Firecracker.

Once the socket is created, LibVMI calls a 1ibkvmi func-
tion to connect to the VMM introspection socket (@). The
KVMI protocol performs a three-step handshake to establish
the connection. After the handshake completes, the VMM
issues an ioctl () to KVM (o) to pass the VM identifier

and the socket file descriptor to KVMI. KVMI then spawns
a kernel thread responsible for serving userspace KVMI re-
quests.

From this point onward, the VMM is no longer involved in
the introspection process: all communication occurs directly
between LibVMI and KVM via the LibKVMI API (@). This
design ensures fairness in our evaluation.

When introspection ends, the VMI application sends a
message to the VMM to terminate the KVMI session through
a final ioctl () call.

F 1/0 Introspection with LibVMI

Concretely, we added a new command (KVMI_EVENT_IO) to
KVMLI, enabling a LibVMI-based observer to request that
KVMI forward events corresponding to the page faults gener-
ated inside KVM when the guest attempts to access MMIO
memory regions (i.e., reads or writes to memory-mapped I/O).
When such an event occurs, KVMI returns to the observer
the destination address. In the case of VirtlO-based devices,
these addresses correspond to the in-guest VirtlO ring buffers.
Using these addresses, the observer can rely on existing Lib-
VMI memory read primitives to read and analyze the content
of these buffers in order to identify the underlying disk read
or write requests.
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